TEMABE = BFFE S Vol.2015-DPS-162 No.45

. Vol.2015-CSEC-68 No.45
IPSJ SIG Technical Report 2015/3/6

Android 7 7Y OREBEEOREILIZK B
BAERREBEORE (£02)

ARET SAAREIAT AT RSB R

AIE72 Android 7 7 VI K BE AN IEHRIRIRO MEEZ AN L QWD EEE, 77 VBRICRT 2777 70H
HENRELS, 7al 7 NOENEROT—4 70— 2% 0BT 08 LW TH 5. £ 2 TR TR
71 7T L OWNEREGEE B NBROBE LIS CT T RAL > EFHENDBEAICKELL, s T ANTOFA
EROBIRFEHE RE L 72IECT 7 BREIT A% EAT S, BHEER, TV r—ra 7740 R) &
WCHEUTZTE TR AL V&5 LM BT 7B EZIT) 282X - T, EAERITEY 2 A A CNICHVIAE R
5. ZORR, FRAALVEOA =Ny TOREFIRET D720 T, TTIRTTANVRY VD
TWABZENHERTELT=0, TFY & FFTANRVRYOEEM (T IUNRTITANURY V@Y OBIEEZT 57D
MELRG LD,

A Proposal of Privacy Protection by Package Separation of
Android Application (part 2)
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Recently, sensitive information leakage by Android malicious applications becomes more and more serious. This is due to
difficulty of data-flow analysis in Android applications. In this paper, we introduce a mechanism to limit the propagation range of
sensitive information in an Android application codes by properly separating the internal structure of the codes into “domains”.
As a result, it can be confirmed that the Android application is in accordance with the privacy policy, just by static analysis of the
message passing between each domain without sophisticated data-flow analysis. Therefore, consistency check between Android
application and privacy policy would also become easier.
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<meta-data
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android:value="database. gourmet.com” />
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String imei = Singleton.getInstance().getTEL ();
Intent intent = new Intent(“ACTION_GET_TEL”);
intent.putExtras(“tel”, tel);
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startBroadcast(intent);

M7a. 7u— X% 2L v5F2 k

import java.langreflect.Field;

Field field = instance.getClass().getDeclaredField(fieldname);
74— FOfREZ AT D
field.setAccessible(true);

/74— RIZEERET D

field.set(instance, new Value);

// ACTION_GET TEL 77 ¥ 3 Y IZxtind %
/| 7a—R¥x A KLI—N
public class BcReceiv extends BroadcastReveiver {
@Override
public void onReceive(Context context, Intent intent) {
U EUNE AN ICE:
String tel = intent.getExtras().getString(“tel”);

K6 VZVvrvareffRALET 11— FOEEH
ZOMBEERR T H-02, BEFRICBTAT 7 UM
FICBWTI, V7L 27y a RO DICHESTWY
% Field 7 7 A3 L O Method 7 7 A D setAccessible A/
FOMMEEELE T D LNSHIRERT S, 77U ~—r
MITEREND 2— FOBHHREDRHER, Zh bofEH
BHEREINT=T VI L TE, RETZY EBESINT
TV =—ry " LHEIBREND.
52 1TV Mok BMEREL

A7 > b (Intent) &1, Android 7 7'V IZd\ T
SNTWAT 7 IIREIBIRaryR—x v MNEDOA vE—
Ry T OB TH B[11]. EEWRA T ME
BOEREKRMWLTHEL, AT baZTFB-ZAIT

ZOMFHRZIRY HLU TR Z1T) 2L NAREE R > TS,

ayR—Ry M (TFTVH) TOAL T ML AY
=Ry I, T e —RE® Y A M UT
VEBRMERENS. B RAALCAOTa— K% ¥ A b A
TV MRS T AT R REY AR Ly —21%E, O R
AL UPNHERR T A Z LT, RAL L HBBZTA T b
EZETDIENARRE 2D, 20D, T4 X UEHR
DM ENTZ7To—RKExy A AT MTEo T, 75
ANRNUNEBRR R AL VO ANT 52 & &%, 7R
—R¥v AR T b GEEMD) & Lo— (ZERD
DY T Na—REX Ta, KT IZENEIRT.

A > > M Android (2B T 2 EERAMHAD 1 OTH
L5728, ZOBROEREOLOEE LTS DT IiZV )
. FIT, ZOMBERRT S0, 17 A
ROFEEIIFRELED, AT MUEEDT —Z 2L
THTA Ty NERETHIEIIEEIET S LWV IR
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53 774 EFEEBRHTHEEL

Android 7 7 VIZiZ Bk A 72 7 — Z D HiE & OFSRE A
B ST 5. SharedPreference, Content Provider, SQLite,
77 AN 10, SD A— FDFHAEERENINUICHTZD.
HDRAL NTBOTHES LT T4 N UERE —E 7 7
ANRT —F R =R AF LI T, B KA A U Ei2i
T UMD HAETZ LTI ST, T TANRNUERE R 2
AVHMT/ANVEIEDL Z ENAETH D

L LT TANTRIVICHET 27 S BRBEEO FH %
HRT ZERFREIND R OIE, (T ARNVEROEEL
WINz) 7T A4 NUFERORAFHLIZHONTH T T A RN
UINCHRABLTHHH ZE CZOMEICHETE S, Lxn
L, 7—% ORAFITIIH A 220515 (2 T ABLOEEA Y
v R) BFEET 27201, REHFRUT X 5 FHESCFHIIMNT
NEMEC2 D Z ENBEESND.
54 Z0i
AEVIERRA T 4 T a— Lo, o7 7Y
W EAEELZFIAT AT —2OZFE LY, ZoMich
Ffa B L Z O RICOVWTHRAOMLENDH 5.

6. BRFE7 7V Y HEELDEA & 5Tl

6.1 My Tracks [Zx9 2 RE{LDE A

WBEFROER ATREMNEEZTEDD D012, BEFET 7 VI
L TCIREFRNOBMHAERAS. 4EIE, Google th3A4—
T =AU TARBRLT WD My Tracks] W5 7 7Y
r—a U121 x5 E LTz, My Tracks 127 7 - K7 Cif
B Lo — 20 E, EfRE0T— X 2L,
Google 7 A 7 CRlkD RIMISCEFEZITO 2N TED
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T RERME LTS,
6.2 MyTracks BB Y KD T 54 N\ BH

My Tracks 2D 5 77 A NUAGHRIL THrEG @ &

[7 L RIRNE®) o2 ETHH. MEFRIT, 77Uk
K7 COEB Z T 27 0IFH S NS, 7 F L RIEE
WL, SEELTEIESRAE A — AL TERET A EICE > TiA
LHET BRI, 2=V R A—LT KL RAEATTEHED
ANFAEELE LTA—bar 7 — MERREZRICT 57201
HAnonTng. X5 7T, MyTracks D77 A NV R Y UIZ
R ENBHNEIT Google KT A TITHEAZ S AL B
WZOWTHOATHY, A—har 7Y —MAFIHINDTE
T THMBATIEE SN T R RREHRICONTIET 7
ANRNVRY NFRT DM ET R0,

8 IZ My Tracks @ k7 » 7 AR ERFOBH % 7.
oD Googe RTA T ~DE I AR—NEA Tl ThHY,
7 Googe RIA T TT—4 BT HHFOA—LT
RLRAEZANTHEATu 7 Thsb. BEFXTIE, 77
ANRVRY U, MEFERER ) =7 AKR— AT
a7 (X8 /) M KAA L "Google.com”& LT, 7 RLA
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VOLLTEHRINDZ LIRS,

v 01— H—[CRTT D

Google K37

@gmail.com

4 34450647890
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z|x ¢ v |bin mgd
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MyTracks IZBWTC, (ZEEHR (FF v 7)) Ziekd 5
Held, TrackRecordingService &\ HH—E Rz R—xR>
FlzBWTEESRALTWDE. 7 v 7 ERIE,
MyTracksProvider & FEIN D AT Y T m/NA Za K
— X PICBWVWTT = RXR—= XK FEN,
SendDriveActivity &9 7 77 4 BT 4 IZBWTT —H
— 2B Google R A TR IEENS. LT=»T, Zh
5D Activity & Service D2 LR —F > MIOWTIE, & T
RFAA 2 "Googlecom”: LTEHRL, TOENR~Y=T X
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4 “Google.com” ~DIED Z I F P LN EEIEINTNDH Z &
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W<, BIZIE, Google KT A 7 ~®D kT v 7 FEHRDEEFEIX
SendDriveAsyncTask & FEEL 2 IEEM # 2 7 N TiThi T
VW5 A3, SendDriveAsyncTask 23 K A A > ”Google.com” D4t
\Z H 72 v X 9 1T, SendDriveAsyncTask ¢ 3 % (%
SendDriveActivity N CIT 2 BN H 5.
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MyTracks (ZBWTC, A—/LT7 RLADF—har 7 —
NM#HEIX, ShareTrackDialogFragment & VY5 7 Z A (2T
FIEIINTWD. L, AbstractSendToGoogleActivity &
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SearchListActivity, TrackDetailActivity, TrackListActivity &
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SearchListActivity
TrackDetailActivity
TrackListActivity SendDriveActivity @
@ TrackRecording
Service
MyTracks "
ShareTrack PrOWd.e rDB)
DialigFragmen Ll
SendDrive
AsyncTask
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AL Google.com
GoogleDrive
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