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Light Weight Identification Cryptographic Block Using Features of
Cryptographic Functions

Hiroki Nishikawa'' Takumi Yamamoto' Kiyoto Kawauchi' Shoji Sakurai'’

Recently, some malwares encrypt communication to conceal what transmitted is. When the communication is encrypted, it
becomes difficult to identify what malware attack is, what information is stolen from communication logs. Therefore, identifying
encryption logic and key is needed to reveal the communication. Some methods to identify encryption logic from execution
traces using features of encryption logic are proposed. However, those methods analyze a lot of execution traces, those take a lot
of time. Therefore, based on the feature that encryption uses arithmetic, logic and bit operation frequently, we propose light
weight analyzing method to identify encryption block, which can decrease analysis targets of execution traces. The proposed
method can decrease the amount of execution trace to be analyzed by calculating the code blocks on which arithmetic, logic or
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bit operations are concentrated.
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401055!mov esi, ecx!RR_ecx_63c021881'WR_esi_63c02188

401057 Ishr esi, 0x5!RR_esi 63c021881'WR_esi_31e010c
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40105aladd esi, dword ptr [ebp-0x8] IRM_12ff14_4 deadbeed!RR_ebp_12fflc_esi_31e010c!WR_esi_elcbbffl

40105d!mov edi, ecx!RR_ecx_ 63c02188!'WR_edi 63c02188

40105f!shl edi, 0x4!RR_edi_63c02188!'WR_edi_3c0218380

401062!add edi, dword ptr [ebp-0xc]!RM_12ff10 4 deadbee3!RR_ebp 12fflc edi 3c021880!'WR_edi laafd763
A401065!xor esi, edilRR_esi_elchbbff0 _edi laafd763!WR_esi fbe46893

401067 !ea edi, ptr [edx+ecx™1]!RR_ecx_63c02188_edx_28b7bde7!'WFR_edi_8c77deef

40106alxor esi, edi!RR_esi_fbe46893_edi_8ci7deef!WR_esi_7713b67c

40106c!sub eax, esilRR_eax_a3651d14_esi_7713b67clWR_eax_2c516698

40106e !mov esi, eax!RR_eax_2c516698'WHR_esi_2c516698
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Ltext 00407043 o edx, OCBEF3720hR
Ctext 100407048 o Lebp+var_C], edi
Ltext:00407104B Mo [ebp+var_8]., esi
Ltext :0040104E Mo [ebp+var_4]. 20h
Ctext t 00407055

Ltext 00407055 loc_401055:

ctext 100407055 Mo esi, ecx

Ctext 100407057 shr e=i, B

Ctest t 00407054 add esi, [ebervar_ 8]
Ltext 00407050 o edi, ecx
.text:0040705F shl edi, 4

Ltext 00407062 add edi, [ebp+var_C]
Ltext 00407065 HOr esi, edi

Ctext : 00407067 lea edi, [edstecx]
Ltext 00407084 P=ls esi, edi

ctext ;004071060 =ub eax, esi
Ltext:00407106E o esi, eax

Ltext 00407070 shr ezi, O

Ltext 00407073 add esi, [ebp+var_10]
ctext 100407076 Mo edi, eax

Ctext t 00407078 shl edi, 4

Ctext 00401078 acld edi. [ebetvar_14]
Ltext:0040707E p=ls esi, edi

.text 00407080 lea edi, [edwteax]
ctesct 100407083 =Or esi, edi

Ltext 00407085 sub ecx, esi

Ltext 00407087 add edx, BICESE4TH
Ltext 100407080 dec [ebp+var_4]
ctexdt 100407080 inz short loc_401055
L test 100401092 My edx, [ebe+tare 0]
Ltext 00407085 PoR edi

ctext 100407096 more [edx], ecx

Ltext 100401098 Mo [edx+4], eax
Ltext: 004071098 [=la"=} esi

Ltext 00407080 [it=2" ezp, ebe
Ltext:0040708E PO ebe

Ctesdt 1 004071048F retn

Ltext:00407089F sub_401020 erde
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