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Malware Detection based on Statistical Analysis
using Mahalanobis-distance

MAI IWAMOTO! SHUNSUKE OSHIMA? TAKUO NAKASHIMA?

Abstract: Recently, there is many polymorphic and/or subspecific malwares. It makes difficult to collect malwares
and detect them by the Signature based detection. So, we focused on machine learning. In this paper, we propose
malware detection method using Mahalanobis-distance that calculated from some statistic values of benign executable
files. This method does not require malwares for learning. Our method can be expected that detect unknown malwares.

As a result of experiments, the method was effective.

Keywords: malware detection, Mahalanobis-distance, PE file format, information entropy, statistical analysis
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