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Abstract: The authors proposed the Framework for Countering Drive-By Download (FCDBD) which mon-
itors the Web by utilizing web access logs from users and detects malicious websites related to the drive-by
download attacks. Monitoring link-related behaviors is one of the approaches to detect the malicious web-
sites in the framework. The authors proposed a detection method for the Landing site of Drive-by Download
attacks. The method focused on the change of referred websites from a webpage. However, a legitimate
webpage has many changes of referred websites caused by advertisement websites or traffic analysis websites.
Therefore, it is hard to extract the change caused by the defacement and detect the Landing site correctly.
In this paper, the authors propose the improved method for detecting the Landing site of drive-by download

A Feasibility Study for Enhancing the Framework for Countering
Drive-by Download Attacks with Analysis of Web Link Structures of

attacks.
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