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A Trial to Quantify about User’s Sense of Safety in Multi Party Calculation
- Toward establishing “Safely Dependability Theory” of Information Systems

Yohtaro Miyanishi®  Xiaogong Haf¥  Akira Knaokd®
Fumiaki Satd>  Shinji Kitagami® Yoshiyori Urand®> Norio Shiratori?

Users of cloud computing could not wipe away the anxiety about the data and programs may be abused or leaked, because users submit
their almost whole data and programs to a cloud provider. Those data and programs usually embody the company’s stored knowledge. Then
they shall be key elements of core competences of the user’s company. The countermeasures have been studied against the abuse or leakage
of data and programs caused by cloud providers’ careless or intentional crime. As one of those countermeasures, Secure Multi-party
Calculation (SMC) method has been studied and used practically in some applications. We propose an evaluation method about how the

SMC method is secure. And then we are aiming to establish a safety dependability theory about general information systems .
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Figure 1 The state of an objective in reliability theory.
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Figure 2 The state of an objective in dependability theory.
5.2 KEEILOER (EE-EFIRNE

BRIV T, EFEEORED & R kIR
RBICERTL2HERNITHFETCH L. i, ZEMHRIZBW
TREIRIREDN O IFLEIRRBIZEB T 5 Z R Lo &
21T, WELFETHD. 22T, ZhHDBEREITH
(1) EEEEmOSLE

VAT A (EWXAN—FRT2T) IZBWT, VAT LA
Mo, Bx bz, gl (stimulationys AT &5, AhERHIE
W2, TR, W e & o Jifge ) 7 il (continuous stimulation)
R FE T ERNEER 0N 2R H R
(impulsive stimulation}s & %. Zi 5 ORI, & 25\ I3Hli%
DFEFED, HOFEDERRBRMARIL LT- & &, BT
ETDHEBEZILND.

OO RKREFREFEMNIEREST S ZEITIREETH
0T, MEORAEEZMHERESLL LTy eItz d 5
VS ONEFEMEROEBEZ T ThHDH. HEOEKETIL,
2 7 a7 R] OB IX MBS U TIThi TN g,

3T FER AT OV THEEAIC KT

Emmn  EmE, ERC  (PEXATA
@Em@o\~§§§}—>qﬂiﬁﬁp
TWnd S 4%
BRI (AN) e HE DERBIR
1

NS AVAOY reat=+
BN L

o i

JOLZREIRIE (AH)

B F

B 3 #BEIEAE A = X A

Figure 3 The mechanism model about occurrence of a failure.
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Figure 4 The mechanism model about occurrence of a crime.
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Table 1 Numerical Examples of MTBB.

BioSOF SMC SMC N9

(1 out of 1) | 2 out of 3 | 2 out of 2 | 3 out of 3
Pei 1/10 1/10 1/10 1/10
Phi 1/1 [1/hear] 1/1 [1/hear]| 1/1 [1/hear]| 1/1 [1/hear]
Pcij - 1/5 1/5 1/5
Paji - 1/2 1/2 1/2
P 0.1 0.005958128 0.001999 0.00014993
MTBB 10 [year] 167.8 [year]| 500 [year] | 6667 [year]
times 1 16.7 50.0 666.7
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