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A Multiple-fault Injection Attack Against Cryptographic Software on
Cortex-MO0 Processor
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This paper presents a multiple-fault injection attack against the cryptographic software running on Cortex-MO processor core.
Multiple-fault injection attacks have been a problem on software running on embedded microcontroller equipped with
countermeasures based on recalculation.  The attacks can circumvent the countermeasure through an adaptive fault injection even
when cryptographic program is unknown to the attackers. However, the possibility of the attack described above is unknown on
the microcontrollers which have instructions with different execution cycles because the attackers cannot identify the execution
timing of branch instruction.  This paper shows a scanning method against the cryptographic software, which can be applied to
the microcontroller described above. Validity of proposed attack is demonstrated through the experiment using AES program

running on the Cortex-MO core, which have been widely used for cryptographic modules.
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Algorithm 1 Encryption with Recalculation (EncWithRecal)
Input: Plaintext P
Output: Ciphertext C

1: C < Encryption(P)

2: Py + Decryption(C)
3 if P = P, then
4: return C
5
6

: end if

: return Error signal

Algorithm 2 Activating the countermeasure
Input: Key k, plaintext P, maximum fault injection position

Pmazx

Output: Correct ciphertext C, position of preliminary fault

Pp
1: C + EncWithErrorDetection(P) # Correct ciphertext
2: for p, = 0 to ppas do

3: SetPreliminaryFaultPosition(p,)
4: Cy < EncWithErrorDetection(P)
5 if Error signal is observed then

6 return p,

7 end if

8: end for

Algorithm 3 Injecting a fault to circumvent the countermea-

sure
Input: Random plaintext P, correct ciphertext C', maximum

glitch position py,q., position of preliminary fault p,
Output: Position of Fault B pp
1: SetPreliminaryFaultPosition(p,)
2: for pp = Pras to pp do
3: SetFaultBPosition(pp)

4 Cy < EncWithErrorDetection(P)

5 if Cy # C and Error signal is not observed then
6: return pp

7 end if

8: end for

Algorithm 4 Obtaining an faulty ciphertext for attacks

Input: Random plaintext P, correct ciphertext C', maximum
glitch position py,qz, position of preliminary fault p,
Output: Position of Fault B pp, faulty ciphertext for attacks
Cy
1: SetFaultBPosition(pp)
2: for ps = pp t0 Pmas do # Glitch position
3: SetFault APosition(p4)
Cy < EncWithErrorDetection(P)
d<—~CiraC

if d has four non-zero bytes then

end if

4

5

6

7: return C'y
8

9: end for

—EENBRHENDEAT T 12 TT 5. ATy 71
TiX, 1 FIOBSAEOMICEEKRISEZFEAL, HRE
BT L. AT v 7 | THELNEXA I 7 THHslEE
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Algorithm 5 Obtaining an faulty ciphertext for DFA
Input: Random plaintext P, correct ciphertext C'; maximum

glitch position prae, position of preliminary fault p,, po-
sition of Fault B pp, execution cycles of program c,
Output: Faulty ciphertext for DFA Cf
1. ¢, =¢p —PB
2: for pg = pp t0 Pmas do
3: SetFaultAPositionl(p4)
4: ¢p = CycleCount(Encryption(P)) # for measurement

of calculation time

5: for ¢, = 0yar downto —0,,4, do
6: SetFaultBPosition(c, — ¢, + ¢o)
7: C¢ < Encryption(P)
8: d Cf aC
o: if d =0 then
10 Continue
11: end if
12: if d has four non-zero bytes then
13: return Cy
14: end if
15: end for
16: end for
e
* —»l <

Inlgut C = Encryption(P) | P'= Decryption(C) OUth“t

y~

f
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() 27 v 7 I O TIROIKEE
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v
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t
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I Gy ;
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t
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NS T T A DRIEITR U TEALT 5 2 LN TP E
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