BRLB2SMRIRE

IPSJ SIG Technical Report

POP 787 v ZAUW-DKIM &

Ll JEELY KE ALY IR RLY eI kb

BEEE © A, SRMERECBUN, HOTTBEIRSEICRERR L 72 A — L AR F L ¢, NIEIC&EkE i 2 F4
BELFELTEY, A—LOEBAPHNEOEEELZEMETZ kDo T3, DKIM I3%4E N
A4 VRFEET O —2TH Y, EEMAMIML ZEFELE A —VZERICHRFEL, F#EI A -1
EUREREEHELOWE R CEEINAE»Z2HM T2 2 LA TE 5, Lo L, DKIM BRIFEENS L, i3
F— AT FNIZE SR L TRy, R TIE, #E X — 3 — e XBEE D ZE ¥ — 3 CfF 5 REE
WA, X =A% — v ZFHAERZBE L7 POP 7o 2 s 2AWTRIEL, #0fR2 &2 —VFi@mMT
BYARATFLICOVWTIRET 5,

*¥—7—F :DKIM, ¥%{EF A4 vk, E1FA—N, POP 7us v

MasaMi Fukuyamat®  MiHarRU Otwal:®)  Narivosur Yamarh:® Naova Kiracawal-d)

Abstract: Recent years, many attackers send many emails spoofed as those sent from a bank or a govern-
ment etc., and are getting money by fraud. DKIM is one of the sender domain authentication method, it can
be determined whether the sent email is delivered without alteration from a legitimate sender by verifying the
electronic signature at the receiving time. However, DKIM verification mechanism is not prevalent especially
in the receiving server. In this paper, we propose a system that verifies the DKIM signature by a POP proxy
in place of a receiving server and notifies the result to each user.
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