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A Remote User Authentication Method
Using Fingerprint Matching

KIMITAKE WAKAYAMA," YUSUKE DECCHI,"® JILI LENGT
and AKIRA IWATAfT

When performing a user authentication to information service over the network using bio-
metrics information, there is a risk of the theft by intruders or the administrators. Once the
data is stolen, the thief will be able to use all services that are using the same algorithm. In
this paper, we focus on fingerprint. In order to solve the problem, we propose a method that
can change fingerprint registration data for every service. Using this method, we can prevent
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the original data abuse.
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Fig.1 Fingerprint verification model on a network.
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Fig.2 Flow of registration and verification.
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Fig.3 Minutia-network feature.
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Fig.4 Example of dividing fingerprint image into four
domains.
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Fig.5 Alteration of minutiae.
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Table 1  Verification rate comparison between existing
and proposed method.
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