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Hierarchical Statistical Fault Analysis for PRINCE
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For devices which are used for sensor networks, the number of available hardware resources is limited. Since the risk of
information leakage from these devices is pointed out, data to be handled by these devices must be enciphered. A lightweight
block cipher algorithm can be used for these devices with implementation constraints. Prince is such an algorithm that has
attracted much attention. However, it was recently reported that when a theoretically safe encryption algorithm was embedded in
hardware, secret keys could be illegally revealed by fault analysis attacks. The fault analysis attacks reveal secret keys by
intentionally generating a fault during encryption processing and by comparing the fault and normal cases. To guarantee the
safety of lightweight block ciphers in the future, the tamper resistance against fault analysis attacks must be examined. This study
proposes a new fault analysis method which introduces hierarchical attack model using statistical processing to reveal secret
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keys. The validity of the proposed method is verified by performing simulations.
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Figure 1 Outline of encryption processing of PRINCE
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Table I Substitution table and inverse substitution table for S-Box

x 0 1 2 3 4 5 6 7 8 9 | A|B|C|DJ|E/|F
S(x) B | F 3 2l Al cC | o9 1 6 7 8 0 | E 5 | D
S'x)| B | 7 2 3 F | D | 8 9 | A | 6 4 0 5 E | C 1
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Figure 5 Interesting points for analysis method
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Figure 6 Outline of statistical attack model
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