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A Network Authentication System by Multiple Biometrics

SHOICHIRO SENO,t YuuJi Koul,it TETSUO SADAKANE,t
NAoOSHI NAKAYA,tT YOSHIMASA BABAT and TOSHIHIRO SHIKAMAT

In view of the recent increase of crimes over networks, authentication techniques to counter
access attempts by malicious users become very significant. User authentication methods can
be classified into three categories. The first one is based on human memory such as pass-
words or PID. The second one is based on physical devices such as magnetic or IC cards. As
these two cannot escape vulnerabilities caused by forgetfulness or losses, the third category,
biometrics based identification methods such as finger and iris-scan, is increasingly adapted
in recent years. In this paper, we propose a network authentication system that can use
multiple biometrics as authentication methods as well as provide authentication services to
workflow processes from subordinate to his/her superiors to related parties. The paper also
discusses the prototypes developed upon this system and evaluation of response time for user
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authentication.
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Fig.1 Configuration of a network authentication system
by biometrics.
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Fig.2 Unified model.
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Fig.4 An authentication platform.

gboooboooooooboooooooboooobooboo
goooboooooobooooooooobobooobo
gboboooobooboooooooooooboooa
gooooooooooooobooooooooon
goooooboouooooboooooooooobooo
goobooooooooboooocooobobooboon
gobooboooooooooboOoooooobooo
goooobooooooooboooobooooboooon
goooooooooooooobooobooooo
ooooooooboobobooboooboobooboo
goooooobOoobooo HrTPoOOOOOO
goboooooooooobooobooooooo
oooooooooooooooobooooooooon
gbobobooboooooooooobooooooooa
gboboooboooooooooocbooooobooo
goooooooooooooboooo100000
gbboooooooooon
4.3 ODO0OOOOOODOOOOODOOO
Osbob0Oooooooobooocoooocoooo
goboooooooobooooooobobobobooo
0000oO0o0O00o0UoOo APIDOOODOOOOO



1114 goooooooo

01 0000000000

Table 1 Identification and processing of biometrics
information.
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Fig.5 A system construct of the unified model.
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Fig.6 A system construct of the separated model.
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Fig.7 Components of the separated model system.
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Table 2 A user file structure.
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Fig.8 Protocol sequence of the separated model.
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Fig.9 Registration sequence of biometric information.
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