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A Logic Design Methodology of Low-power AES Cryptographic Circuits

SuMIiO MORIOKAT and AKASHI SATOH

Reducing the power consumption of AES circuits is a critical problem when the circuits are
used in low power embedded systems. We found the S-Boxes consume much of the total AES
circuit power and the power for an S-Box is mostly determined by the number of dynamic
hazards. In this paper, we propose a low-power S-Box circuit architecture: a multi-stage
PPRM architecture. In this S-Box, (i) arithmetic operations are peformed over a composite
field in order to reduce the total circuit size, and (ii) each arithmetic operation over sub-fields
of the composite field is implemented as PPRM logic (AND-XOR logic) in order to reduce
the generation and propagation of dynamic hazards. Low power consumptions of 29 uW at
10 MHz using 0.13 pm 1.5V CMOS technology were achieved, while the consumptions of the
conventional S-Boxes are two or more times larger. The proposed method is effective in the
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other common-key ciphers whose S-Boxes use Galois field inversion.
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Fig.1 A standard circuit implementation of AES.
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Table 1 Power consumption of each AES component.

Size Observed
(gate) Max Power

(pW@10 MHz)
SubBytes 26,400 1,570
(SOP S-Box x 16)
MixColumns 840 312
AddRoundKey 112 >10
FFs + Clock Drivers 400

(0.13 pm 1.5V CMOS standard cell,
lgate = 2way-NAND)
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Fig.2 A BDD-based S-Box circuit implementation.
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Fig.3 An inversion circuit based on Itoh and Tsujii’s
algorithm.
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Table 2 Power consumption of various S-Box
architectures (1).

Delay Size Average
(ns) (gate) Power (uW
@10 MHz)

ooooo 2.79 1,771 2,100
PPRM (1-stage) 1.14 2,241 343
BDD 0.69 1,399 275
oooo 0.68 2,623 144
ooo 2.19 354 136
SOP (L-stage) 0.69 | 1,650 95
oooo 1.43 712 29
(3-stage PPRM)

(0.13 um 1.5V CMOS standard cell,
lgate = 2way-NAND)
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Table 3 Power consumption of various S-Box
architectures (2).

Delay Size Average
(ns) (gate) | Power (uW
@10 MHz)

ooooo 4.11 1,540 3,490
PPRM (1-stage) 1.32 | 2,242 408
BDD 0.96 857 332
oooo 0.91 1,706 206
ooo 3.01 305 166
SOP (1-stage) 0.97 1,142 138
oooo 1.86 701 51
(3-stage PPRM)

(0.18 pm 1.8 V. CMOS standard cell,
lgate = 2way-NAND)
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Fig.6 Different signal transition paths in the composite
field S-Box.
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Table 4 Number of logic stages vs. S-Box performance.

state Size Average
(gate) Power (uW
@10 MHz)

1 2,241 343

2 1,445 273

PPRM 3 712 29
4 413 88

5 354 136

1 1,650 95

SOP 2 | 5,891 612
3 6,114 697

(0.13 pum 1.5V CMOS standard cell,
lgate = 2way-NAND)
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Table 5 Performance comparison of shared S-Box
architectures.

Delay Size
(ns) (gate)

Average
Power (pW
@10 MHz)
179 (S-Box)
189 (S-Box 1)
79 (S-Box)
70 (S-Box™ 1)
(0.13 um 1.5V CMOS standard cell,
lgate = 2way-NAND)

ooo 2.53 381

oooo 2.00 725
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