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Design and Implementation of Network Monitoring Circuits
for High Speed Networks

MaAsSAYUKI KIRIMURA," YOSHIFUMI TAKAMOTO,t TAKANORI MORI,!
KENCHI YASUMOTO, t AKIO NAKATA and TERUO HIGASHINOf

Due to the recent progress of the Internet, we need high-speed network monitors which can
observe millions of packets per second. We need to modify monitoring facilities and their
capacities depending on monitoring items and network speed. In this paper, we propose
(1) a methodology for designing and implementing such network monitors flexibly and (2) a
methodology for describing specifications of network monitors for automatic synthesis. Spec-
ifications are described as concurrent synchronous EFSMs. The proposed technique makes it
possible to synthesize an FPGA circuit suitable for given monitoring items and parameters
where the designer need not consider about how pipe-line processing and parallel processing
should be adopted. We have developed a tool to automatically derive FPGA circuits and
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evaluated the speed and size of derived circuits.
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Fig.1 An example of concurrent synchronous EFSMs.
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Table 1 Tuples of synchronized actions for Fig. 1.

N 2N N
p1 | (alO, alx a?y)
p2 | (al0, alf(z) a?y)
p3 (a'l, a?x a?y)
pi | @1, | alf@ | a7y
D5 (b10 | b?z[z > 0])

D6 (bl0 b?z)
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Table 2 Rendezvous table for Fig. 1.

E; Eo E3
Ty ({al0}, {a?z,alf(z)}, {a?y})
ro | ({a!l}, | {a?z,a!f(2)}, | {a?y})
rs | ({bl0}, | {b7z[z > 0]})
ra | ({0'0}, {b?72})
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Fig.2 Architecture of the derived circuit.
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Fig.3 Synchronization checking circuit.
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Fig.4 IP flooding detection module.
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Fig.5 EFSMs for GET_PACKET and FILTERING.
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Fig.6 IP_COUNTER module.
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Fig.9 SYN flood detection module.
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Table 3 Results for two modules.
ooo IP-FLOOD SYN-FLOOD
EFSM OO 156 67
Oo0oo00000secO 1,048 123
oooo0000 MHzO 12.45 12.45
0000000 gateO 14,181 3,392
oood 15,169 482
FF O 385 328

04 bitOOOOOOOO
Table 4 Evaluations depending on the number of bits.

Name | Bit | EFSMs | Area (gates) | Clocks (MHz)
SYN2 2 19 843 13.37
SYN3 3 35 1,700 13.37
SYN4 4 67 3,392 12.45
SYN5 5 131 7,062 11.51
SYN6 6 259 14,680 10.55
SYNT7 7 515 30,848 9.63
SYNS 8 1027 64,598 8.67
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05 5bit00000000O00OO0OODODO
Table 5 Evaluation depending on the numbers of vertical steps and branches
when using 5 bit partition.

Name Steps | Dummies | Branches | Area (gates) | Clocks (MHz)
SYNO-64 1 0 64 7062 11.51
SYN2-32 2 2 32 7171 12.45
SYN4-16 2 4 16 7410 14.90
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Fig. 15 Processing stages of IP flooding detecting module.
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