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Evaluation on Dynamic Group Key Generation Methods

under P2P Environment

HIROAKI WATANABE, ! TAKANORI KATO," RYOICHI SASAKI,T!
YUSUKE EGUCHI,?2 YOHEI YASUNAGA'? and KENNYA YOSHIDAT4

Although common use of the data in P2P has been carried out between many and unspeci-
fied persons in near future, it is expected to be to carry out alternatively among specific. Since
the method of restricting the partner who can decipher by using a cipher and generating a
group key was adopted, preliminary evaluation was performed while proposing four systems
as a system which generates a dynamic group safely and flexibly, the result is reported.
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Fig.1 Conceptual figure of alternative information
common usage in P2P.
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Table 1 Comparison of group key system.
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Fig.2 Structure of integrated circuit card usage system.
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Fig.3 Processing time related to number change.
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Fig.4 System structure of public key usage system.
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Fig.5 Generation of public key and private key.
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Fig.6 Generation of group key.
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Fig.7 Encipher and presentation of informational public
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Fig.8 Extraction of decipherment key.
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Fig.9 Key generation processing time by number change

of a public key use system.
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Fig.10 Decryption processing time by number change of
a public key use system.
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Table 2 Comparison of integrated circuit card use system and public key use system.
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