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Arithmetic of Elliptic Curve over GF(2™)
Using Parallel Montgomery Multiplication

MAaAsaNOBU KoIKELTt and TSUTOMU MATSUMOTOt

This paper presents a new method of parallel modular multiplication in GF(2™) using
polynomial residue number systems (PRNS). Though PRNS is suitable for a fast and parallel
computation, there are few algorithms to compute modular multiplication in PRNS repre-
sentation since division is not efficiently implemented. We derive the proposed algorithm by
analogy with Montgomery multiplication based on residue number systems. We apply this
method to arithmetic of elliptic curve over GF(2™) and provide point scalar multiplication

method in PRNS representation.
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Fig.1 PRNS modular multiplication algorithm.
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Table 1 Number of cycles for a PRNS modular
multiplication.
ooood
oooo oooo 0o
1 2 0
2 2n + 1 2n — 1
5 2nL/r 2nL/r
O 20+ L/rn+3 2(1+L/rn—1
gbooooo

010000000000000000000001
0000000001 0000000000000
000000000000000000000000
000000000000000000 200000
000000052000000000000 520
0010000 ¢000000000O000000
00000100000 20020000 fOgO0O
0000000000000 D0O0O

00 ROMOOOOO0000 100000 200
52000 (2nL+4n*L)/800000000000
000000 500000000 770 2"H'nL/800
O0< g DL+HEDr 5 0 (n<h<2n—1,1<
i<L/r)0 2°L%/8& 0000000000000 6
00000000 7TOO 2'»L/8000000000
0000000000nL2nL/r+4n+3-2"4+2)/8
ooooood
HalbutogullariOD D 0000 0000000000

Aug. 2003

gooocoooboobobooooboooboooobobo
oooooooooboooobooobooooooo
gobooooooooooooooooooboobooo
OROMOOOOOOOOOODOOOODOOOODO
goooog
oooboboooobooooooobooboooooboo
ooob00 m=1600L =320n=600000
r=8000020KO000r=160000 45M
O0o0oo000o0ooooOoooPRNSOOOOOO
gobobooodooooooobooooooobooon
r=8000000000C0CD0O0
gooool1boo00o0oocooooooooooo
000000 e(x) 000000 ODO0ODODOODOODO
00000 20 ¢(r) DODODOODOOODOUDOOUOO 6
O PRNSOOOOOOOODOOOOOODOOOOO
PRNSOOOOOOODOOOOOOOOO

4. PRNSOOOOOODO

OO0O00OOPRNSOOOOOOOOOOOOOOO
gobooooobooooooooooooooooa
0000000o00oooO RNSOOOoOOoooOo
gobooooooboooooocooboooooo

4.1 00000000 OO0DOO

ooo0o0o000000 e,b<NODODOO

ab+ (ab(—N)"* mod R)N
= 7 (3)

0000000000000 0®0000 ROODO
gooooooooooo R>NDOO 200000
O00ooooooooD w<2NDOOOOOOOO
00000w>NOOOO NOODOO NOOOO
0000 final subtraction 0 00 00 00000O0O

4.2 RNSOOOOQOOO

RNSOOOOOOOOOOOOOOOOoOoooon
90000000000 300OoOoUoUon

RNSOODODOOOOOOOOOOoOoOooog200
RNSOO f={fi,fes-, fu}, 9={91,92, " gn}
00000000 g00000 GODO0O0OOOOO
000000 ROOOOODOO 30000 fOgO
00000 «0b0000000O0O0 2000000
0000 0000000000000

w = abG™' mod N

oooooo

0300000 307v000o0oo0oooooooon
00 fOgO000000000O0OOOODOOODOO
0000000000000 0 2000000000
ooooooogoog 30d




Vol. 44 No. 8

GF(2™) 0000000000000 000O0O0D0O0OO

Input: <a >fuy, < b >rug
Output: < w >y, (w = abG™ ' mod N,w < 2N)

2141

00 fOo000

00 gOOOO

< s>pe—<ab>y

<u>pe—<tN >f
<v>pe—<s+u>f

<w>p—<vGT >y
<w>p=<w >y

<8 >ge<ab >y
<t >ge—< s(=N71) >,

<t >pe=<t >y

03 RNSOOOOOOOOOOOOO
Fig.3 RNS Montgomery multiplication algorithm.

Input: < a(x) >fug, < b(x) > fug

Output: < w(z) >y, (w(z) = a(z)b(x)G(z) ™ mod N(x),deg(w(z)) < deg(N(x)))

00 gOD0O0

1

<w(x) >p—<v(x)G(x)" " >¢

00 fO0000
1: < s(z) >p—< a(z)b(z) >5
2: —
3: <
4: <u(x) >p—< t(x)N(z) >¢
5: <ov(z) >p—< s(x) +u(z) >¢
6:
7

< s(z) >g—< a(x)b(z) >4

<t(z) >g—< s(z)N(z)™" >4

t(z) >pe=< t(x) >4

<w(z) >r=< w(x) >4

04 PRNSOOODOOOODOOODOOOOMMO
Fig.4 PRNS Montgomery multiplication algorithm (M M).
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Table 2

Comparison between number of cycles for a PRNS modular

multiplication and a PRNS Montgomery multiplication.
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Input:P = (Px(z), Py (x)), N(z),d
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Fig.5 Scalar multiplication algorithm in PRNS representation.
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Table 3 Number of cycles for a scalar multiplication
in PRNS representation.
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04 L=3200000000000
Table 4 Computation time estimation when L = 32.
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160 6 53,425 0.53 ms 2.67 ms 5.34 ms
192 7 70,807 0.7lms  3.54ms  7.08ms
224 8 90,429 0.90ms 4.52ms  9.04ms
256 9 112,291 1.12ms 5.61lms 11.2ms

000o000000000000 »20L/800000
0000000 nL(n+3)/8000000000
O00Om=1600L =320n=6000 79200
O0m=2560L=320n=9000 1,7280 000
ooo

04000 ROMOOOOOOOOOOOODOOO
dooooooUoooUooOoOoooUoO )oooDo
0000000 10)00000o0o0o0oooooooo
gooooooooooooobooobooo20000
O0ooO0ooO0ooOooOoUooUoOoOoOooooo 1o0)
oooollpm CMOSOOODOOOOOOOOOODO
Ooo0 ASICOO0O0O00000000000o00oo
gb1o00o000ocoocoboo 20000000
U0m=1600000 0.33msOm =256 0000
1.17TmsO00000000O0000O032000000
obooob 10ns0ooboooOoobooocobobOOon
oooooooobooboob m=160000 3200
O00O0m=256000 5120000000

goooooo PRNSOOOOOOODOOOODO
gbooooooooboooboono 32000000
00100000 10ns000000000 10)00
ooooooOooooooooooooROMOOO
gooooooooobooocoobooboooooon
goboooboooooobomuoOoOOoDOOOboOO
gobooOooooooooooooooboooooo
goooooboooooo mODOO0O0O0ODO0O0OOOCOO
goobooboooooooobooooon

goobooooooooooboooooob sbO
gob109000000DOO0O0O0O0O00O0O0ODOO
goooooboooooobooooooooooa
ooooooOoooUoool0)oooooooooo
gbobooooooooooboooooooooooo
gobooobooooooooocbOooooooobooon
gbobooooooooobooobooobouoobooooo
gobooobooooooooobooooooooboooo
gooboooboooooooocoooboobocoboooo
goooooooooooboobooobooobDbooo
goobooo



Vol. 44 No. 8

6. 0 O O

00000 PRNSOOOODOOOODOOOO0O0O
00o0o00o0oOoO0OO0O0000 RNSOOOOooOo
0000000 GF(2)UOooUDOOOoUUODOD
000000 PRNSOOOOODOOOOOY000
gbooobooooooooboooobobooooooo
goboooooooobooooooooooooo
00000000000000000 PRNSOOO
gooboooooooobooon

OOOPRNSOODOOOOOOOOOOOOOOO
gboooobooooooooooboboooooboboobo
OU00U0O0o0o0ooooooooooU0)0ooo
gooobooooooobooooooooooooon
oooooooooooobooboOooocobogon m
gooooooooooboobOooooboooo
goooo

goooobooooooboooooooooon
gboooooobooooooooboooooooan
ood

o o oo

1) Blake, L., Seroussi, G. and Smart, N.: Elliptic
Curves in Cryptography, LMS, Vol.265, Cam-
bridge University Press (1999).

2) Certicom Research: Standards for Efficient
Cryptography Group (SECG) (2000).

3) Halbutogullari, A. and Kog, C.K.: Parallel
Multiplication in GF(2F) Using Polynomial
Residue Arithmetic, Designs, Codes and Cryp-
tography, Vol.20, No.2, pp.155-173 (2000).

4) Kawamura, S., Koike, M., Sano, F. and
Shimbo, A.: Cox-Rower Architecture for Fast
Parallel Montgomery Multiplication, Advances
in Cryptology — EUROCRYPT 2000, Preneel,
B.(Ed.), TACR, pp.523-538, Springer-Verlag,
(2000).

5) Kog, C.K. and Acar, T.: Montgomery Multi-
plication in GF(2), Designs, Codes and Cryp-
tography, Vol.14, No.1, pp.57-69 (1998).

6) 0000000 DOo0OOOooOoOoOood
0O GF2™oUoooooouooooooooo
0000000000000 CSS pp.413-418,
000000 (2002).

GF(2™) 0000000000000 000O0O0D0O0OO 2145

7) 0000000000000 O0 Cox-Rower O O
o0o00ooDoDoOoOoooOooooooooood
0000000000D00000O0OO0 scIsma
Ooooooo (2000).

8) Montgomery, P.L.: Modular Multiplication
without Trial Division, Mathematics of Com-
putation, Vol.44, No.170, pp.519-521 (1985).

9) Posch, K.C. and Posch, R.: Modulo Reduc-
tion in Residue Number Systems, IEEE Trans.
Parallel and Distributed Systems, Vol.6, No.5,
pp.449-454 (1995).

10) 00 O0O00D0D0O0OO0GF(2MO0O00O0O00ODO
ooo0o0oooooooooopooooooog
O00oDoooOoOoo SCISMpp.1113-1118,
O0oOooooo (2002).

(00 14011029000)

(00150 6 0 3000)

o0 ooooooao

19740001996 0000000
ooooobDbsooooon
gooooooooooobooobooo
gooooooooooooooo
goooooooooobobooooo
2002000000000000000000000
ooooooo

od gooodad

1986 00 0000O0OOOOO
gooooooocooocooooo
gooooocoooooooooo
godzo0100000000ooao
gooooooobesiooooon
ooooooooooobooooooooooonoo
gobobooboooooboooooobobooooooo
ooboooboooobooooooooooobooo
goooooooobobobooooooooooooo
00000000 Db000oo0ooO0IACROOOO
000000000 0OASIACRYPT 960 0000
OO0O0OO0ASIACRYPT 20000 0000000000
oooooboooooobooocooboooooooo
oooobooooooboo




