Vol. 44 No. 8

goooooooo

SETO00000D0O0O0OODDOO0

o o o of

goobooooooobooooOOO0O00O0oOOoO00000OOODOO0ObOODOObODOOOODOOO
00000000000000000000 Paulson00O0000000O00C0O0O0COOO0OOOO
goboooooooboooooooooooooobooOoOoDOOoOOOOO0ODOOObOOObOOOODObOO
goooooooOo0oOoOOOOO0OO0000O0O0000000O0O000O0ObOOO0O0OOODODOODOOD
goooooooooooboooOooooOooOoOoOOOOOOO0OOO0OOOoOoboOoOooOoooon
goooooooooooooobooOoOoOobOObOOOOO0OO0OooOoboOooboOoooooooooo
00000000000 0000000000000000 SETO Secure Electronic Transaction
odbooooooooooooobooobOoOoboOOoOObOO0O0oOooOoObOOoOobOOoOoOooooo
gooooooooooooooooooOooOoOOOOOOOODOOObOOObOOObOOOooOoo
oooooooooooooooo

Verification of Secrecy of the SET Payment Protocol

HIDEKI SAKURADA'

To verify security protocols by giving the proofs of security properties has advantages in
flexibility of protocol specification and completeness of verification. In particular, Paulson’s
Inductive Method is used to verify several practical protocols and the proof modules are freely
available. However, protocol specifications in this method tend to be complicated. This paper
proposes a language in which one can express protocols concisely and also proposes a method
to convert the protocol specification to logical formulae for Inductive Method. They make
it possible to reuse the proof modules of Inductive Method in verification of large security
protocols. This paper also applies them to the SET payment protocol and verifies the secrecy
of payment card numbers in the protocol. To achieve this, this paper simplifies the protocol
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by omitting parameters that are not referred in security requirements we aim to verify.
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Fig.1 Message flow in SET payment protocol.
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trace € traceSet
AN & used trace
— ([Says A B {A, Na}| + trace) € traceSet

trace € traceSet
ASays A B {A,Na} € trace
ASays B' A {{B,K,Na, NB}snk(a), X}
€ trace
— ([Says A B {X,{Ng}k}]+ trace)
€ traceSet
02 Yahalom OOOOOOO0OO00O0OOO0OOO0OOOOOO

Fig.2 Inference rules that define initiator’s action in
Yahalom protocol.
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Fig.3 A process that defines initiator’s action in

Yahalom protocol.
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Fig.4 Conversion of protocol specification into logical formulae.
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Fig.5 Translation of initiator’s process in Yahalom protocol into logical formulae.
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Fig.6 Simplification of AuthReq (Authentication Request) message.

Customer(C, PAN, PANSecret, P, M, OD, ODSalt, PurchAmt) =
New RRPID1, LID_C, Chall_.C
;3 PInitReq
Send M {RRPID1, LID_C, Chall_.C'}
;3 PInitRes
Recv {{LID_C, LID_M, XID}, RRPID1, Chall_C, Chall_M}
Let TransIDs = {LID_C, LID_M, XID}
PANData = {PAN, PANSecret}
PIHead = {TransIDs, H(OD), PurchAmt}
OIData = {TransIDs, RRPID2, Chall.C, H(OD), ODSalt}
PIData = {PIHead, PANData}
New K_PReq
;; PReq
Send M { { SO(C, {H(PIData), H(OIData)}),
EX(P, L(PIHead, OIData), PANData, K_PReq)},
{OIData, H(PIData)}}
;; PRes
Recv S(M, { TransIDs, RRPID2, Chall_.C'})
07 00000

Fig.7 Cusotmer’s action.
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Merchant(M, OD, ODSalt, AuthReqgAmt, C, P) =

;3 PInitReq
Recv {RRPID1, LID_C, Chall_.C'}
New LID_M, XID, Chall_-M
Let TransIDs = {LID_C, LID_M, XID}
;3 PInitRes
Send C S(M, {TransIDs, RRPID1, Chall_C, Chall_M}
Let OIData = {TransIDs, RRPID2, Chall_C, H(OD), ODSalt}
;; PReq
Recv { {SO(C, {HPIData, H(OIData)}), PIBody},
{OIData, HPIData}}
New RRPID3, K1
;; AuthReq
Send P EncB( M, P, {RRPIDS, TransIDs, AuthReqgAmt},
{SO(C, {HPIData, H(OIData)}), PIBody}, K1)
;3 AuthRes
Recv Enc(P, M, {RRPID3, TransIDs, AuthReqAmt}, K2)
;3 PRes
Send C S(M, {TransIDs, RRPID2, Chall_C'})

08 OOoooo
Fig.8 Merchant’s action.

Gateway(P, C, M, PAN, PANSecret) =

7. O0OO0OO0O

;; AuthReq
Recv EncB(M, P, {RRPIDS, TransIDs, AuthAmt},

{ SO(C, { H({{ TransIDs, HOD, AuthAmt}, PANData}),
HOIData}),
EX(P, {{ TransIDs, HOD, AuthAmt}, HOIData},
PANData, K_PReq)},
K_PReq)

Let TransIDs = {LID.C, LID_M, XID},

PANData = {PAN, PANSecret}

New K2
;; AuthRes
Send M Enc(P, M, {RRPID3, TransIDs, AuthAmt}, K2)

09 DO0OOOOOOO
Fig.9 Gateway’s action.
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goog L(M,N) = {M,H(N)}

odg SO(A, M) = {H(M)}priK(signer(A))

oooo E(A,M,K) = {{M}x, {K}pubK(cryptorA)

afafale EX(A, M, Mp,K) = {{L(M,Mp)}xc, {K, Mp} yupK cryptors)}
0000000000 S(A,M) = {M,SO(A, M)}

0oooooo Enc(S,R,T,K) = E(R,S(S,T),K)

ooooooo EncB(S,R,T,B,K) = {Enc(S,R,L(T,B),K), B}

010 OO0O0ODoOO
Fig.10 Message operations.

trace € traceSet
— (Notes C {C, PAN, PANSecret, P, M, 0D, ODSalt, PurchAmt},
[C, PAN, PANSecret, P, M, 0D, ODSalt, PurchAmt]) € trace

trace € traceSet
A (Notes C {C, PAN, PANSecret, P, M, 0D, ODSalt, PurchAmt},
[C, PAN, PANSecret, P, M,0D, ODSalt, PurchAmt]) € trace
A RRPID1, LID_C, Chall_C & used trace
— [(Says C M {RRPID1, LID_C, Chall_C%,
[C, PAN, PANSecret, P, M, 0D, ODSalt, PurchAmt,
RRPID1, LID_C, Chall_C))] + trace € traceSet

trace € traceSet

A (Says C M {RRPID1, LID_C, Chall_C},

[C, PAN, PANSecret, P, M, OD, ODSalt, PurchAmdt,

RRPID1, LID_C, Chall_C)) € trace
(Says M’ C {{LID_C, LID_M, XID}, RRPID1, Chall_C, Chall_M},
env') € trace
TransIDs = {LID_C, LID_M, XID}
PANData = { PAN, PANSecret}
PIHead = { TransIDs, H(OD), PurchAmt}
OIData = { TransIDs, RRPID2, Chall_C,H(OD), ODSalt}
PIData = { PIHead, PANData}
K_PReq & used trace
[(Says C M {{SO(C,{H(PIData),H(OIData)}),

EX(P,L(PIHead, OIData), PANData, K_PReq)},
{OIData,H(PIData)}},

[C, PAN, PANSecret, P, M, 0D, ODSalt, PurchAmt,

RRPID1, LID_C, Chall_C,

LID_M, XID, Chall_M,

TransIDs, PANData, PIHead, OIData, PIData,

K_PReq])] + trace € traceSet

011 0000oooooooooo
Fig.11 Logical formulae that specify customer’s action.
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trace € traceSet N PAN € analz(spies trace) —

3C € bad.dJPANSecret env.

(Notes C { PAN, PANSecret}, env) € trace
V Jeryptor(P) € bad.3C M RRPID1 LID_C Chall.C ---.
(Says C M {RRPID1, LID_C, Chall_C},[--]) € trace
V 3P € bad.3C’' PANSecret env.
(Notes P {C’, PAN, PANSecret}, env) € trace

012 PANOOODOOOOOD
Fig.12 Logical formula on secrecy of PAN.
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