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A Write-once Data Management System

ATsusHl HARADA,11 MASAKATSU NISHIGAKI, 2 MASAKAZU SOGA,13
Ax10 TAKUBOt and ITSUKAZU NAKAMURA'5

There are documents which require to be stored in a write-once format, e.g., medical records.
Such documents can be updated only by adding new records. Even when any erratum is found,
a document is not allowed to be written over, instead, new record for errata is added to the
document. Moreover, it is also required to keep the order of records in a document. This
paper proposes a secure database management system for a “write-once document”. In this
system, two types of digital signatures are added to each record to maintain the integrity
of a document. All those signatures are created with a linking scheme; the linkage between
records and signatures makes it difficult for a cracker to alter/remove/insert any record or
change the order of records. The system proposed here employs a “document-oriented” link-
ing scheme with both of users’ and system’s digital signatures, whereby the system realizes a
secure write-once data management system with no special hardware. In addition, this system
does not depend on a particular signature algorithms. That is, a variety of users each of who
uses different signature algorithms can add new records to any document in the system.
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Fig.1 Format of a document.
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