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A Method of Tamper-proof Using Digital Signature and Patrol,
and Its Application to the WWW

TOSHIMITSU INOMATA,* SUSUMU ITAGAKI,? MASAKAZU SOGAfT
and MASAKATSU NISHIGAKIt

This paper proposes a method for the tamper-proof of the digital contents based on digi-
tal signature and patrol. This method aims not only to improve contents-management, but
also to have a tamper-proof contents at the time of contents-creation. In this method, the
writer of the digital contents makes digital signature for digital contents made in the self.
Then, the digital contents and the digital signature are sent to the file server. Afterwards,
the existence of the tamper-proof of the digital contents is verified by the periodic patrol by
the patrol server. Therefore, it can quickly and flexibly deal with it, after the fact of the
tampering is detected. The load of the file server is reduced, because the patrol job is carried
out periodically by patrol server who independently works with the file server, and the patrol
server is more safe against the intrusion from the cracker. In addition, we developed an actual
prototype system for the tamper-proof of Web pages which are a kind of the digital contents.
In this system, the Web files are separated FTP server and Web server because the false Web
pages never opened to public. The total system was operated properly through an actual
implementation and evaluation.
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Fig.1 Network model.
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Fig.2 An example of patrol.
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Fig.3 An example of attacks.
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Fig.4 Prototype system.
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