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Secure Instant Messaging Protocol
Preserving Confidentiality against Administrator

Hiroak1 KiKucHI,t MINAKO TADAft and SHOHACHIRO NAKANISHI

This paper studies a security enhancement of instant messaging service. After the require-
ments and the assumptions are addressed, a modified Diffie-Hellman protocol suitable to
instant messaging is presented. The main feature of the proposed protocol is to prevent mali-
cious administrator from intercepting plain message and applying data mining techniques to
obtain privacy of end users. From the viewpoint of communication and computational costs,
the proposed protocol are evaluated and the comparison of some existing protocols is given.
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In addition, a trial implementation of secure instant messaging system is demonstrated.
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Table 2 Comparison between instant messaging and
mailing list.
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Table 3 Communication and computation costs for key exchange.
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Fig.1 A time chart for key exchange and state of on-line
(We denote by users by A, B,C, time by 1,2,3,4,
session keys shared between A and B by kag).
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Fig.2 System architecture of the implementation.
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Table 4 Database at NS.
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Table 6 Technical specification of the implementation.
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Fig.3 Client software.
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Table 7 Average processing time.
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