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A Bounty Hunting-based Copyright Protection System
for Website Content

TETSUYA MATSUSHITA, ! MASAKATSU NISHIGAKI, 2
MASAKAZU SOGA, AKIO TAKUBO and ITSUKAZU NAKAMURAT'S

This paper proposes a distributed copyright protection system for registered digital con-
tent which is based on the idea of bounty hunting. The system employs a digital watermark
method in which all information for extracting watermarks can be opened, so that any Web
page visitor can verify the authenticity of the content on the Web page he/she is visiting. It
allows, essentially, every net surfer to be a kind of bounty hunter who finds illegal content or
Web pages. We believe this type of self-policing system is necessary because it is impossible
for a limited number of trusted parties to check the vast number of Web pages over the In-
ternet. Moreover, in the proposed system, illegal Web page owners can not know if or when
they have been discovered, as each and every visitor has the potential to discover and report
them. Therefore, this distributed-type check of the proposed system promises to be a much
greater deterrent than a centralized-type check could ever be. Thus, a copyright protection
on the Internet is successfully achieved by the system. This paper shows the efficiency of a
bounty hunting-based copyright protection system by comparing it with the related systems,

and discusses about how to achieve effective copyright protection by the system.
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A bounty hunting-based copyright protection system.

Fig. 1
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Registration of a content.
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Fig.3 Registration of a home page.
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Fig.4 Publication of copyright information.

000000000000000000000000

00 0000000000000000000000

000000000000000000000 (ii)0

00000 (ii)0000000000000000

0ooooooo

00000000000000000000000
000000D00000000000000000
00000000O0O0UVURLODDOODOOOOO

0000000000 D00000000000000

00000000000 URLOOODOOODOOODO

00000000000

000000000 (i)0(i)00000000

000000000000000000000000

000000000000000000000000

000000000000000000000000

0000000000000000000000

3.3 0000000
0000000D000D00000000000

00 4@

(i) 0000D00000D000000000000
0000000000000000000000
0000000000 IDO00000000
000000000000000000000
00000000000000000 URLO
000000000000000000000



Vol. 44 No. 8

goooooo
(ii) DOO0O0OOOOOUOOODOOoOoODoOOOOO
goooooooooooooon
(iii) DO000DO0O0O0O0O0O0DOUODODODOOOOOO
oooooooo
ooobooboboooooboooooooboooobo
goobooooobooooooooboooobooooon
00 (i) 00000 0000000000 DO
O00ooO0O0bp)0O0oOoOooooooooooo
goboobooooooooooooooooooon
O00Oc00000OO0O0O0O0OOOUOODOOOO
000000000 o0o0o0o0o0O0Ua)Ob)OO
goooOooboooboobooooocoooooon
goboobOoooooooooboOooobOOoooooo
0000000000000O00O0D0O00Oc0Oo
goooooooobobooooooooobooooo
gooooooooboooooobooboooobooon
goooooooobooooooooooooooo
o0oo0oo00oo0ooOo pCOODOO0ODOOOO
0000000000000 00a)Uce)0oouoo
gooooooboooooboooobooboooo
goooobooooboooobooooobooooooon
goooooboooooboooooobooooooooon
goooboobooooooboboooboobooon
gboooooboooooooobooooonoooo
gobooobDooDo
oopooooobooooboooooboboobon
goboobooooboboobooooooooooao
gooooooobooooooooooobooood
gboooooooooooooooboooooooo
gboooobooooboobooooobbooooooo
uoooobooooboooooooboooooooo
goooobooooooooooooboooooon
gboooOooobocoooobboooo TOooOOoOoo
U000 A0DOU0O0O0OO0a0000000O00O0OO
T+1000000 oa0000000000 T4+200
OO0 AQOOOO TOOOOOOOOOOOOOOO
b0 000oooooooooboobconoonoa
goooboobooobobooooooooooood
goboboooboooooboooobooooooooo
gboboooooooobossbuobobomuoooboon
oobooooooooobooooboooooon
34 0O0OO0OO0OO0OOOOOODO
ooboobooooooooooboooooooooo
obooooon s
(i) 0D0OO0o0ooOoOO0O0O00OOooOoOoOoooOoOooO

oboooooooooobooboooboboooooooooooo 1975

"
m

KEFRE
N

7y Fa—F \Q
R—LR—=
FIEE (FEH)

05 0000000000D
Fig.5 Reporting an illegal home page.
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Fig.6 Punishing the illegal user.
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