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Construction of a Steganography with Handwriting Information

NORIHISA SEGAWA,"2 YUKO MURAYAMA,t MASATOSHI MIYAZAKIt
and YOSHIAKI NEMOTOf#

With the quick advance of information technology, handwriting device, such as PDA and
Tablet PC, is getting high attention from all over the world recently. Additionally, a lot of
services (handwriting e-mail, memorandum, etc.) are utilized effectively. In this paper, we
developed a technique of information hiding for the handwriting devices. This is to embed
data in handwriting information that could be understood by specific users. To be more
specific, these information such as pen’s coordinates and pressure, slant, are sampled in an
eye blink, and information to tell is embedded into handwriting information which use the
stego key. It becomes possible to perform information hiding at the level which other person
does not notice, by this technique. In this paper we implemented a prototype system and
evaluated steganography with some testers. We clarify the effectiveness of our technique by
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showing experimental results.
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Fig.1 A sampling of handwriting information.
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Fig.2 Redraw handwriting.
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Fig.3 Steganography with a handwriting information.
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Fig.4 An example of a code book.
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Fig.5 Embedded technique of sending data.
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06 000000000 Pen TabletD
Fig.6 Handwriting input system (Pen Tablet).

e HR Y ATREEERR |8 X 6inch (203.2X152.4mm)
FAHEY SMERE |0.0004inch (0. 01mm)

FAIYEE 0.0098inch (£0.25mm)
A ER Y REE 200RA > /B
EELANIL 1024~V

0 7 Intuious-600 000
Fig.7 Features of Intuios-600.

HhiAT=—F | DAL EOX G AOBE R (E7EL) [ HD AL AOY F MO BE & (7% /10)
000 1 1

001 1 0

010 1 -1

011 0 1

100 [ 0
101 0 1
110 -1 1
111 1 0
STOP. 1 1

08 000DOO (A)
Fig.8 Code book (A).

HHADI— R |#HOADROR ORI OEER (EV)))
00 2
01 1
10 0
11 -1
STOP -2

09 000000 (B)
Fig.9 Code book (B).

00000000000000000000000
0000000000 225mm 0000 640000
000 40mm 0000 4000000000000
000000600dpi00 0000000000000
00000000000000000000000 10
0000035mmO0000000000000 20
000D00000000000000

00000000000000200000000
0000 31000000000000000200
00000000 D00D00000 (A)JO 80000
000000 (BID 900000000000 (A)
00000000000 (X,Y)0OoOOoOoOooooo
000000000 (B)0000000000000
0000000000

Aug. 2003

EI——— B L=T)

28 #

010 0OODOO (A)
Fig.10 Cover data (A).

2 =18l

A £ L

011 000000 (A)JOOOOOO0 (A)0000oo0n
Fig.11 Stego data (A) (in case of using code book (A)).
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Fig.12 Cover data (B).
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Fig. 13 Stego data (B) (in case of using code book (B)).
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