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A Support System for Monitoring Log Information
of IDS Applied to Large Scaled Open Networks

ATSUSHI SAWADA,t HIROKI TAKAKURA' and YASUO OKABEf

Recently, large scaled open networks such as university networks are suffering from increas-
ing attacks caused by viruses, worms, and remote attackers. Since it is very hard work to keep
such networks in secure, administrators tend to expect that security products such as intrusion
detection system (IDS) may reduce the amount of their work. However, an IDS applied to
the network actually increases administrator’s job with huge amount of log information. This
paper summarizes our experiences on managing and maintaining an IDS applied to our large
scaled open network. Based on these experiences, we have designed and developed a support
system for monitoring log information of IDS. The system has been practically utilized in our
network and helps administrators to analyze and detect misuses or intrusions.

goobooooobooboooooboooboooboo
OOoooOooOoOooOoOooIDSooOoooooooo

1. 0000

gooozoo000 8000 20020 11000000
gboboooodoooobooooooooooobooo
oooIbSOoooooooooooooooooo
oooooo IbDSOO00O0oO0OOo0oOooooooo
goboooOooboooooooooon

gooooooobooooooobooooooooo

oooooooooOoOoOoIbsocoooooogooo

00 00000 misuse detectiond0 OO0 IDSO OO
0000000000 000000000Y0000
IDSO00C0C000O00OO0Ooooooooodg
goo0ooOoooooooUoooooooouoooo
000000 OoDooooooOooOooooogoo
0000O00oU0DoooOoO0oOooUoogoooooo

oooUoUooOoOoooDoDOoOooUoOoOooooo
0000000000000000000000?20

+0000
Kyoto University

1861

gobooooooooooooooooboooban
ooooobooboobobooooooooooooonon
O00oooOoooooIbSooooOoooooooo
gooooboooooooooobooobooooooo
oooo

ooboooooooboobobooooooooooo
ooo IbsOooo0ooooOooOoOooooooooo
OOoo IbSO0O0O0OOoOoO0OoooOoooooood
goboooooooooooobobooooboooo
gobooooooooooooooboooooooon
ogbobooooooooboboooooo

O0020000IDSO0000OO0O00OO0OOO
ooooboboooosoooooooboooboooobo
oobooooobobooob 40000000000
gbooooooboooobOooob0oooooOosOn
oooooooooo



1862 goooooooo Aug. 2003

Osignatured0 00 00O0O0O0O0O0OO0OOOCOOO
oooooooboobooobobooooboboloooooo
ooooOoo0oooooooooooIboogIpO
oooooooooooooobobooreen 300 oooooOoIP0OOODOO0OO TCPOOOODOOO

IDSOO0001 000000000000 00 02000 OTCpOOOOO0OODOOOOOODOOODOODD
Oel000O0O000O0OOOODOODOO20010 11 obooooooooboboboob so00000000
gbooooobooobooooobooooooo oooooo0oooooo s0000o0o00b0o0o
OO0 IbSO000000000020020 80000 0oo0o00o000 100000000 100001IDS

O0000o0ooooo0OoOoOo IbSooooooo OO0 10000 100MbpsO0OOOOOOOOOO

2. 0O0DO0O0OOoOOoOooDOOooDOoOoOO IDS
oog

00000000000 20020 800000 100 0000000000000 00000D000D0OnO
0000 2000000 IDSO000O0OOODO 000 IDSOO00O0DO0000000O00OD
0D0000000000000000000000 00D0000000000000000000000
0oo 000000000000000000000000
2.1 010000020000 60020020 700 004000 500000000000000000
01000000 IDSO0D00 Cisco0O Nee 000000000
tRangerd 0 Cisco Secure IDSP 00000000 000000000000000000 BJ 1600
000002000000000000000000
//ooo M 000000000 D000D0000DD000nO
nopogoo,/’ dﬁﬁﬁbf””mummm <§ 000000000000 000000000000
ooooo

020020000 8000 20020 8O00OO0O0OOO
OO0 4000 500000000000000O0 10

goooooooo

class B x 2
0000000000000 00000000000
01 010000 000000000000000000000000
Fig.1 IDS deployment at first phase. 0000000000000000 17,460 00 2001

40,000 L L L L L L L 400,000

35,000 A 350,000
30,000 300,000
25,000 1 250,000
20,000 - 200,000

15,000 150,000

0oooOooooooooooo@on)
0oo0oooOoooooooo@on)

10,000 1 100,000

5,000 1 50,000

0 T T T T T T T T 0
08/01 10/01 01/01 04/01 07/01 10/01 01/01 04/01 07/01
2000 2001 oo 2002

02 000000000 100000 40500000
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Fig.5 Architecture of the support system for monitoring IDS log information.

oooo oo
oo ()Oooooooo gooooooooo
PostgreSQL /PC UNIX 0 0 0
(Hoooooooooooo (Uooooooo ooooooooooooooon
00000000000000000 000pooooo
000000000
ooo0ooooooooo (00000008000 goooooo
ooeuUIDDOOOO00 ooooooooon
0000000000000000
(0oooooooog (4o0oooooo 00oo000oooo
0000000000000000 oooooooo 0000000000000
00000000000000000 000000000000
00000000000000
@oooooooooo (DS)DDDDDDDDDDD Jojoooooooooooo
ooeuUDOOOO
0ooooooo
00000000000 6000000000 poooognognooog
oooo 0000000000000000
WebOOODODODOOU
(noouoooo 000000000000000
06 IDSOO0O0OOODOOOUODOUOOODO
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[ suspicious ]
sid | 1 | srcaddr |
[ 192.168.12.231 ]

oooooooooOooooooo IbSOooO0ooooooo

dstaddr |

1867

description | count

3216 | 4 | 192.216.123.244 | 192.168.12.231 | IIS DOT DOT DENI | 10
5081 | 4 | 192.216.123.244 | 192.168.12.231 | WWW WinNT cmd.ex | 10
5124 | 4 | 192.216.123.244 | 192.168.12.231 | WWW IIS Double D | 8
3215 | 4 | 192.216.123.244 | 192.168.12.231 | IIS DOT DOT EXEC | 1
3214 | 3 | 192.216.123.244 | 192.168.12.231 | IIS DOT DOT VIEW | 8
[ 192.168.59.159 1]

2150 | 4 | 68.100.187.5 | 192.168.59.159 | Fragmented ICMP | 2
2150 | 4 | 192.168.59.159 | 68.100.187.5 | Fragmented ICMP | 2
2151 | 3 | 68.100.187.5 | 192.168.59.159 | Large ICMP | 21
2151 | 3 | 192.168.59.159 | 68.100.187.5 | Large ICMP | 20

07 0O0O0000O0OO0O0OOOOOOO

Fig.7 An example of detailed summary report from the system.
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Table 1 Specification of the alarm database server.
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Fig.8 Browser based user interface for incident information retrieval.
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Table 2 Number of exploitation reports grouped by types

of reporters.
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Table 3 Size of alarm mails from the system.
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04 IDSOOOOOO
Table 4 Comparison with IDS products.

000 |Secure | Man | Snort
oo IDS

jast
c
=]
o+

oooooooo
Mmoooooo

ooooo
mooo
Mooooooooooo
mooooo

ooooooooboOooon
OWebOOOOOO
Mooooooooooo

[e]

X X O|X X X O|X O
O x olx o o o|lx o

O 0O X|OoOog x|(x o

O O O|O0O O O oo

gooooooooooocoooobooboo

Symantec 0 0 ManHunt 1) 0 OCisco Secure IDS

000000 00ooooooooooooooog
0OooooooOoooOooOooOoOoooooooog
000od0oooooooooooooogooon
0 anormaly detection0 0000 00000O0OOOO
gOooooooo IbSO00000C0OManHunt O
ooo0oooooOooOoooOoUooooooOooo

gboooodooooboobooooooooood

gobooooboooboooboooooobocOooboooooo
0000000000000 00ManHuntOGOOO
oo000ooo IpO0000O0COCODOOOOOCDOODO
gooooooooooooooooooooboon
gboobooooobooobooboooooooooo
goboooooobooOooobobboDbOoO JavalO
gooooboooooooooooboboboooDn
gboooooboobooooooooboooboOooooa
goooooooooooobbbboooooooa
gboboocoooooboooboooooooooobooo
udobooooboooboobooooooboooo

Snort 000000000000 ODOCOOOOOO
OooooooIbSO000oocoooooooood
gooooooooooooboooobooooooo
gooooooooobooobOooooooooon
goooooooboooobooobooobobooboooon
goboobooboooooooobooooooooon
000000000000 SQLOoooooooo
gboboodooooooboooooooboobooooa
godooooooooboobooooooooooooboo

goooooodoboobooooobocoooooo

goobooooooboboooooooboooooon
gboboobooOooooboooooboboooobooo
gboboooooooooooooooooooobooo
gobooooooXMLOOODOoOoooooooo
oooo0o0ooooooooooooooooo

Aug. 2003

000000000000 00000000000
0000000000000 00000000000
oooo

000200000 IDSO00000000nOn
00000000000000000000D0000
000000000000000000000000
0000000000 00000000000000
0000DO000000000

00000000000000000000000
00000000000® 000000000000
oooo'Yo00ooo0000000O000OOoOn
000000000000000000000000
00000000000 00oOY®oooooooon
000000000000000000000000
00000000000 0000000000000
000000000 D000000000000000
00000000000000000000000D0
0000000000 00000000000000
ooo

000000000000 00000000000
000000000000 000000000000
0o00'®0o0Do0000O00O000000000O0
000000000000000000000000
00000000000000000D0O000000
000000000000000000000000
000000000000 000000D0

5. o ooano

00000000000000000000000
000000000000 000000000000
0000000000020000 800000000
0IDSO0000000000000000O00on
000 IDSO00000000000000000
000000D000000000000000000
000000000000000000000000
000000000 00000000000

00000004.3000000000000000
00000000000 1000000000 0IDS
0000000000 0000D0000000000
000000 0000000000o0noooo
0Do000000O0oOooono

00 000000000 O0O00O0O0O0O0O0O00
000000000000 O0O0O000000000
OKUINSOOOOOODODOOODOOOODO0Oo0oo0o
ooooo0oOooooo



Vol. 44 No. 8

o o o o

1) 00 00000O0OU00O0O0OOOOoOoOoooO
00000 Vol42, No.12, pp.1153-1158 (2001).

2y bop0o0oooooUoooooooooo
(1998). http://www.npa.go.jp/hightech/
enquete/index.htm

3) Cisco Secure IDS. http://www.cisco.com/
japanese/warp/public/3/jp/product/
product/security/ids/index.html

4) 000000000000 DOoUOODOOO
00000000 Vol.42, No.12, pp.1169-1174
(2001).

5) Hewlett-Packard: HP OpenView.
http://www.openview.hp.com/

6) Porres, P., Schnakenberg, D., Staniford-Chen,
S., Stillman, M. and Wu, F.: The Common In-
trusion Framework Architecture (1998).
http://www.isi.edu/gost/cidf/drafts/
architecture.txt

7) PostgreSQL. http://www.postgresql.org/

8) PHP: Hypertext Preprocessor.
http://www.php.net/

9) Snort: The Open Source Network Intrusion
Detection System. http://www.snort.org/

10) Curry, D. and Debar, H.: Intrusion Detec-
tion Message Exchange Format Data Model
and Extensible Markup Language (XML) Doc-
ument Type Definition, IETF Internet Draft:
draft-ietf-idwg-idmef-xml-08.txt (2002).

11) Symantec ManHunt.
http://www.symantec.co.jp/region/jp/
products/manhunt/index.html

12) 000000 0O0OO00O0oO0oo0O0 oooo
goooooobooboobooboobooo
gbooooooooooboboo 13gooo
0000000000 DEWS200200000A1-6
(2002).

13) Lee, W., Stolfo, S.J. and Mok, K.W.: Adap-
tive Intrusion Detection: A Data Mining Ap-
proach, Artificial Intelligence Review, Vol.13,
No.6, pp.533-567 (2000).

14) DO00oOoUOoOOooUOooUoOoOooooooo
goooooooboooobooobbooboog
00000000 0Voldl, No.12, pp.3265-3275
(2000).

15) 000000 0OOoOoooOoooooOooooo
gooooooooooboobooobooboo
0000000000 Vol.15, No.6, pp.279-287
(2002).

16) D00OOOO0OOUO0oUOOOUOOooOOoOOoo

oooooooooOooooooo IbSOooO0ooooooo 1871

00000000000000000000000
000000000 Voldl, No.8, pp.2216-2227
(2000).

17) 00000000 0000 00000000
0000000000000000000000

000000000 Vol42, No.8, pp.2057-2066
(2001).

(00 140 120 2000)
(00150 6 0 3000)

o0 Oooooooo

199 000000000000
gooooooooooooooon
gooooocoooocoooooo
goooooocooooobooooo
goooooocooooobooooo
ooooooobooooooboooooooonoooon
ooooooobooooobooobobooboomoboon
goooboooooooboooooboobbooo
gooooooooboooooboooooboooo
ooooooobooo

o0 Oooooooo
199 000000000000
oboooooobobobooboo
goooodooooooooooo
gooooooooooooooon
o gooooooooocoooooo
ooooooboooooboooboocooooooboon
goooooboooooooooooooooboobooao
gmooooooooooooooboooooon
000000000 ooOoooooooACMOOO

o0 ooooooao

1988 000ooooooooo
gooooooooooooooo
oooooooooooooooo
gooooooooooooooo
gooooooooooooooon
ocoooooooboooobooboooooooobooOmo
goooobOoboooooooobooboooooon
ubodoooooooooobooboboboooaoo
00000000000 OIEEEDACMOEATCSO
ooo



