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Access Control for Encrypted Data in P2P Data Sharing

YuJi WATANABET and MASAYUKI NUMAO*

A cryptographic approach that enables a peer to transfer the right to access the encrypted
data provided predetermined conditions are satisfied is presented in this paper. Our approach
involves a third trusted service, called “delegation check servers” to check single or multiple
conditions according to the regulations. A peer (delegator) delegates the right to decrypt
the ciphertext to other peers (proxies) under certain conditions. The proxy can decrypt the
ciphertext only after it passes the verification check of the delegation check server.
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Fig.1 P2P data sharing.
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Fig.2 Delegation check service provider.
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