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SnortView: Visualization System for Distinction of False Alarms
from NIDS Alerts

KAZUHIRO ONO,# TETSUJI TAKADA and HIDEKI KOIKE?

Computer attacks via network are increasing now. Network-based Intrusion Detection Sys-
tem (NIDS) is a capable system to detect such attacks, but it is not easy to handle the
system. The reason is that it is difficult to manage “False Alarms” in NIDS alert log. In this
research, we have developed a visualization system of NIDS alert information, which is called
“SnortView”, in order to support such task. SnortView represents NIDS alerts visually. That
makes it is not only to distinguish false alarms but also to reduce NIDS configuration . As a
result, SnortView makes it both to operate NIDS effectively and to find intrusion activities
in real time.
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Fig.1 System overview of SnortView.
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Fig.2 Gathering alert information process.
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Fig.3 A display image of SnortView.

(fEm| mEws e EEos Tans Moy

1
st <14 020 15 stERR DR

“ Preprocessor o1— Snort 7 70Ot v "‘
I
| P 3333 ° i
: P> 130.153.64.130 -
T . T
I P> 130.153.158.194 TUeR%E T |
I8 P> 130.153.158.201 HEMOPTELZ
I &
I P 1722121280 H
T ot T
! (111 IR arr INE H
T T IEEEEEIE IR il | INEEEEEE T
oot [x2 stmmn 02168102168 cT 25K |
ase e

T T T T T Z T I 1
S |

it
ol 88 a

04 DOODOODO
Fig.4 Visualization of computer names.
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Fig.5 Visualization of NIDS alerts.
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Fig.6 Visualization of statistics processing result and
message of alert.
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Fig. 7 Distinction of false alarms from alert appearance
tendency.
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Fig.8 Visualization of highlighting a route of packet.
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Fig.9 Visualization of alert details.
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Fig. 10 Visualization of a packet payload.
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