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Development of Security Functions for Roadside Network
by Autonomous Decentralized Control

YASUKO FUKUZAWA,# SHUUICHI ISHIDA,t MASASI HIRAIWA
and YOUICHI SETO?

The smart gateway system for intelligent transport systems (ITS) is intended to connect
vehicles with a network and to provide drivers with a variety of services. The roadside net-
work consists of base stations (BSs), a gateway, and a local server (LS). The BS’s antennas
are placed alongside the road, and they communicate with vehicles by using Dedicated Short
Range Communication (DSRC), a wireless communication protocol. The BSs, the GW, and
the LS form the Autonomous Decentralized System (ADS). Equipment connected to the ADS
acts autonomously, which has two advantages. The system can be extended easily, and even
if the part of the system breaks down, the rest of the system can remain operational. ADS in
the past has been vulnerable to certain attacks. To prevent such attacks, we have proposed
security counter measures that establish secure communications in the roadside network. This
paper describes the security requirements that are suitable for the ADS roadside network, im-
plementations of these measures, and evaluations of the performance of the security process
on the smart gateway system.
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Fig.1 Architecture of the Smart Gateway system.
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Fig.2 Communication layer.
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Fig.4 Initial authentication and key distributing.
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Fig.6 Update of encryption keys.

gooooood
oooooooooooooobo1o3oooo
00o0@)ouoooooooooooooooo
coooopoOoooo coooooooooo
GwoOOooOoooo cooooooooo 1o
joooooooooooobooocoooboo
ooooOooDOoOo0oOoDOODODOD0O0O0 LSO
oooooosiboooosSIboO0OO0O0Ooon
ooooOoooooooOoOooOOMACOOO
oooooooboooooo

(5000000
SIDO00D00000D000000D000000
0000000 60000

oD

02

GwO SIbOO0O0OOO0OOoOoOooooooooo
gbbobooooooooooboooooooo
gooooooooooooooobooooon

oooboooocooooboooooooooo
goobooooooooooooobbooooon
gooooooboooobooo

oooooboobooooboooooboooboobogon
goooobboooooooooooobooboooon
gooooooooooooooooooooogon
gooooooooooboooooboboooooboooo
O000O00ooo0ooooooOoooOo MACOOO
goooooooooooooo

03

oD

GwoDoOOoOOoOooooooboo0oooooooo
oobooboil1oooooon

goooooooboooo1b000b00o
gbobO1obo0000booboooooboobDbOoon

8

4.

4.1

— Fyt—UEiE

(FA—FFrRMERIE)

gobooooooooobooboooooooon
goooooobooooooooooooo
gboboooooooooooooooboooon
GwoOOoOoOoooo 100opooooooo
oooogo 2000000
oboooooooooo 200000000
gobO2000000000000O0O0DOO0O0
gobooobooooooooooobooobobooo
oooooooooooooooooGwoao
goooooooooooboooboboobboo
ooooooOooobooooooooGwo
00oo0oooooosiboooooooo
gooooo

obooooboboooogooo

oooao

3000000000000OoADSODOOOOOO

ooo
GW

oo

Oo0Od000OO0oOoOoooOobOobOOoOooo
OS [OBSD/OS 0Ov4.2
00 00512 MByte
CPU 0 Intel Pentium4 0O1.5GHz
O OS 0OVxWorks 5.1.2
JodoodosMB
CPU 0O Hitachi SH4 0200MHz

0000000000000000000000
e D0ODDDDOORSAO 1,024000 O

e 00DODOODOMulti-S010 2560 00O OV
e 000D DO M HIME (R)D 1,0240 00 Y
e 0000DDDDODODDODD M Multi-S01 'Y



3096 goooooooo

HUB

Ether JE—F

EihF GW B
Hih 5

ADS

Ether
i FH
Nk
=4

07 DOODOOOOO
Fig.7 Experiment system.
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Table 1 Result of encryption.

BIEAM | 41X | EESEED | BESLED | BI& (%)
(byte ) | #EFE (Mbps) | EE (Mbps)

GW — BS 30 1.86 0.97 52.2
100 6.16 3.18 51.6

1000 56.3 25.2 44.8

3000 61.0 27.8 45.6
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3000 20.7 5.17 25.0

000000000000(3)0000000000
000000000000000000000
(3y000

GWOOODODOOOD 300000100 SIDO
00000000000000000000000
00000006.68msec0000100 GWOOD
256 00 00000000000000 10000 SID
0000D00000000000000000000
0000 600000000000000000D0
000000000000000000000000
000000000000000000000000
320 (5)0000000000000000000
0000000000000000000000000
CPUDODODODOOOOND 1%00000000
000000D000000000000000000
000000000000000000000000
ooooo

(4 GWOOD00D0000D0

0100GWOOO00000000000000
0000000000000000000000000
0000000000000 00000000000
0 25%00 52%0 0000000
00000000000000DSRCOOOOOO
2Mbps 10 000000000000000000
0000000000000000 3,000byted OO
000000 27.8Mbps 000 1400000000
000D000000D00D00000D0000000
00000000D00000D00000000000
000O0O0O0o

5. o ooano

goooobooooooooooooboooon
goooobooooooooboooooooobooo
gooooooboobooboobbooooo

gooooobooboooobooooobooboooooo



Vol. 44 No. 12

gooooooboooobooooobocoooooooo
gooooboooooooooooooooboooboaon
oooooooooo SIbO0O0OO0O0COOO0ODb0O0O0
oooO0o0o0o0oooooobooOooosSIbooooog
gooooooooobooooooooboooooobo
gobooooooobooooooooobooooo
gooooo
ooooooboooboooooooooooobo
gobooooooboooooooooooooooo
goboooboobooobooobooobobooooa
gooboboooooobooooboooouoobooboo
ooooITSOO00ooooooooooooooo
gooooooobooooooobooobooooooo
oooooon
gboooooobooooooboooooboooo
goboooooooooboooboooooooobooobo
oobo0o0oHI20H140000 000000000

g o o o

1) 0000000 ITSO0O000000OVol.4o,
No.10, 959/992 (1999).

2) Oyama, S.: DSRC standards and ETC sys-
tems development in Japan, Proc. 7th World
Congress on Intelligent Transport Systems
(2000).

3) 0000000000000 D0O0O0 COU104,
12, 303 (1984).

4) Mori, K.: Autonomous decentralized systems:
Concept data field architecture and future
trends, ISADS ’93, pp.28-34 (1993).

5) O0ADS«net 0000000000 O0ODOO
Vol.39, No.3, pp.209-215 (2000).

6) 0000000000 130000000000
000000 oooooooooooooooon
0000000000 (May 2002).

7) Doo000oOoUOOoOoOoOooOoOooooooo
O000000o0oDoooOoO0oOooooooooITsS
000 (May 2001).

8) Ishida, S., et al.: Security Techniques for
Smart Gateway Systems, Proc. 8th World
Congress on Intelligent Transport Systems
(2001).

9) Ishida, S., et al.: Study of Security Techniques
in the Vehicle-Road Communications System,
Proc. 9th World Congress on Intelligent Trans-
port Systems (2002).

10) Fiat, A. and Naor: Broadcast Encryption,
CRYPTO’93, LNCS (1993).
11) http://www.sdl.hitachi.co.jp/crypto/

oooooooooooboooooooooboooDooboo 3097

index-j.html
(OO0 150402000)
(00 10905000)

o0 Oooogoooo

1985 000000000000
gboboooocooooooooo
gobooooooooooooooo
oobooooooooooobooDo
goooooooooooobooon
goooooIrsoogooooooooooood
gooooboooooboobooooooooobod
gboooooooooooooo

o0 Oo0Oooooo

197 000000000000
gooooooooooooooon
gboooooooooooboooo
gboooocoooooobooooo
gooooobooooocoooooo
goobooooooooooboboooobooooboo
gboooooboooooooobooooobo

o0 OoOoooooo

1981 0000000000000
ooboooooobooooooooo
ooooooooIrsoooogd
goooooooboooobobooo
OO0OO0O0O0O0IEEEOOO

o0 Oo0Oooooo

1979000000000000O0
gooooooooboocooooon
goboooooooooooon
gooooooocoooooooo
goboooooooooobooooo
ooooooooIrTsoooooooooooooo
ooooobooooooboboooooooooooo
gboboobooobooooooboooooboooooo
0000000000000 0ISO/IEC JTC1/SC37
gooooobobooooobobbooooooboom
goOoO0O0o0OO0OO0IEEEDDDOOODOmMmODO
ooboobooomoobobomoooooomoboo
gomoooooooomoooooo




