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A Proposal of Basic Security Design Method Based
on Functional Suitability for Information Systems

YASUHIKO NAGAIL,T TATSUYA FUJIYAMA,t MASATO ARATt
and NAOHIRO YUHARAT't

For establishment of systematic information security countermeasures, the production of
security objectives and security specification has become more important in basic security
design. However, it is difficult to define the security objectives and security functions effec-
tively and efficiently on complex mapping relationships between threats and objectives, and
between objectives and functions. In this paper we propose a basic security design method.
The method provides the ability to determine the security objectives and the security func-
tions quantitatively from the viewpoint of effectiveness and efficiency. The method consists
of two schemes. One is derivation scheme of security objective candidate sets for protection
from possible threats by applying minimal path set on the fault trees (FT) with respect to the
threats. The other is decision scheme of optimal security objectives and functions by calculat-
ing the functinal suitability using fuzzy relation and resolving the combinational optimization
problem. Furthermore, we will show the validity of the method in a case study.
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Fig.1 Procedure of optimal security objectives and
specification decision method.
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Fig.2 Examples of fault tree.
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Table 1 An example of relationship between basic events
and security objective candidates.
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Table 2 An example of data derived.
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Table 3 An example of relationship between security ob-

jective candidates and specification candidates.
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D wlk)=1, w(k)=R(k)/) R(k)
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Table 4 An example of degree of satisfaction and cost.
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Fig.4 Solving process flow of optimal security objectives

and specification decision problem.
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Table 5 Risk value for threats and security objective candidate sets.
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Fig.6 An example of importance, degree of relation and cost.
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