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Characteristic Analysis of Computer Viruses by Stochastic Models

HisasHi KoBAYASHI,* HIROYUKI OKAMURAt and TADASHI DOHIt

The computer virus prevalence is a severe problem in the Internet. In order to evaluate the
computer virus prevalence, the virus models based on ordinary differencial equations, which
are deterministic models, have been used in the literature. However, the deterministic models
ignore the effect of uncertainty arising in the prevalence and removal process of computer
virus, so that they are not appropriate to characterize the computer virus with quantitative
measures. In this paper, we develop a stochastic model of computer viruses and propose
the quantitative measures to characterize the computer virus. Moreover, the algorithm to
calculate the quantitative measures is derived under the assumption that the virus prevalence
is described by Markov processes. This leads to derive the measures for all the computer
viruses. In numerical examples, we carry out the characteristic analysis of computer virus by
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using the real infection data from existing two kinds of computer viruses.

1. 0000

gooooobooooooboooobooooboobooo
gooobooooooobooooboocooooooo
gobObOoooobobOoooooobooooooooon
ooooooboooooboooooooocoooooboon
ooobobooooooooooboooooobooDboo
gooooboboboooooooooooooooo
goooboooooooooooboooobooooboo
goooooooooooooooooobooooa
gooooooooobooooobooooooooao
gooooooobooboooooboobooooooon
gobooobooboooobooboooooooooobo
gooooboooobocbooboooodo200200 400
0000000 KLEzOOOOOOOOOOoOO0Oo

fO000ooooooooo
Graduate School of Engineering, Hiroshima University

1432

gobooobooooooodooooooooooog
goooooooooooooboooooboooobooo
KLEZOOOOOOOOOOOODOOOOO 1000
gobobooobooooooooooooooooon
gooooooooooooooobooooono 100
0000000002001 000000000 NIMDA
OooOoooODmwebOOmOoOoOOOOQOODOO
3000o0oOoo000ooo0o0ooo0oooooobbo
oooooooobD 10o00ooboo0ooooooon
goooboobooooboobooooboooboboooo
ooooboobooboooboooooooooon
goooboocoooooOoobOobOoOoOCOoOoboOooo
gboooooooooooboooooboooobooo
obooboooooooooooooooboooooo
ooo
goooboooooooobooooooboooooon
oboboooooooooobooooboboboDoo
gbooooooooooooooooboooooboooo



Vol. 45 No. 5

000000000000000000000000
000000000000000000000000
00000000000OkamotodY 000000
000000000000000000000000
0000000000000 00O00OBadhusha
0?0000000000000000000000
000000000000000000000000
000000000000000000000000
0Oo0oooO

0000000000000 0000000000
0000000000000 0000000000
00000000000 000000000000
00000000000 0000 Thimbleby 0% 0O
0000000000000000000000000
0000000000000000000 OKephart
0 4990 Kephart 0000 0 Toyoizumi 0% 00
000000000000000000000000
000000000000000000000000
0000000000000D000O0O00OO00000
000000000000000000000000
0000000000000000000000000
000000000000000000000000
0000000000000 00000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
0000000000000 00000000000
0000000000000 00000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
0000000000000000WangD® 000
000000000000000000000000
000000000000000000000000
00000000000000000000DO000
000000000000000000000000
000000000000000000000000
oooQ

0000000000000 00000000000
00000000000 0000000000000
0000000000000 00000O000000
000000000000000000000000
000000000000000000000000

gooooooooboooboooooooboooono 1433

000000000000000000000000
0000000000000000000000000
000000000000000000000000
0000000000000 2000000000
0000000000000000

000000000000000002000
Kephart 0 4% 0 Kephart 00 0 0 ”0 Toyoizumi
0®000000000000000000000
0000000000000 0000000000O0
00 Kephart 0¥ 000000000000 Kill Sig-
naD 00 KSOOOODOOOOOOOOOOO00O
00000000 DKSOOOOOOOO0O0OO000
00D00O0KSOOOOOOOOOOO0OO0O0000o
000000000000000000000000
000 KSOOOOODOOODOODOOD0O00000KS
000000000000000000000300
000000000000000000000000
00000000000000000O000000O
000000000000 00D0O000DO000O0
000000000000000000000000
0000000 KSOOOOOOOOO0O0O0O KSO
0000000000000 00000000000
0000000000000004000000000
0000000000000 00000000000
0000 20000000000000000000
0ooooo

2. 0000

Kephartl]4)‘5)|:|Kephart6)|]|]|]|]7)DToy0izumi
0®0000000000000000000000
00o0ooo0ooouoooooooooooogo
jooo0ooooooooooOoooooooooo
O000000D00000 Kephart 0 00000
KSOOoOoOooooooooooooooooo

0000000o0oO0oo0oO0ooooOooooOooOg
000000o0dooooooooooooooon
00000000 n¢) 000 ¢000D000O0D0OO0
Joo0o00o0ooooooooooooooooooo
0oooooooooooden@)OODOOOOOOO
gooooooooooooo

WU — ey xc — mit)),
000 g(>0)0000000000K (>0)000
O00000o0oo0OO00oooooooooooooo
000000000 10000000 10000
000000000 (1)00oo000o0oo00Do0ooOoO

n(0) =no. (1)



1434 goooooooo

00000000000000000000 SO00
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
0000000000000000
Kephart 0¥ 0 KSOOOOOOOOOO0OO0O0O0
0000000KSOOOOOO0O0O0O0000000
ooooo
(1) KSOOOOODODOOOOOOOO0O0O0o0OOo
0oo0o00o0oooo
(2) DOOODOOO0KSOOODOOO
(3) 0DO000D0O0000D0D0000000000 KS
oooo
(4) 000000000 KSOOOOOO
0000000000000 000ADOOOOOO
0000000000000000000000AD
0000000000000000 BOOO COO
000000000000000000000 AOO
0BOODO COOOOO0OO0O0O0 KSOOOOOOO
KSOOOODDOOOOOOODOOO0O0 O Kephart
0900000000000000 n(t)0 KSOO
000000000 r(t) 000000000000
000000000000000000000000
0000000000000000
4(>000000000000000000 10
000000 1000000000
§(>000000000000000000000
0000000000000000000000
G- (>00KSODOOODOODOOODO 1000
0000 100 KSODOOOOO
5 (>00KSOODODOODDOODODOO KSOO
00000000 KSOODOOOO
00000000000000000000000
000000000

B — ()16~ n(t) — r(1)) — om(t)
~Bn(r(®), (0 =no, (@)
W0~ Br() (K — (1)) + (1)
—0rr(t), r(0)=ro. (3)

3. DO0O0OO0O0OOoOOooooobooOoooo

oooboooooooooooobooooooooo
goooooobooooooooooooooooooo
oobobobooooooooooboooooboooo
gooobooooooobooobo20000000

May 2004

00000000000 0000000000000
000000000000000000000000
oooooooo

0000000000000 0000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
00DO0D0D0000D000D00D00000D00D000
000000000D000000000000 KSO
000000000 KSOOODOOODODOO0Do000
000000000000000000000000
000000000000000000000000
ooo

3.1 0000000

00000000000000000000000
000000000000000000000000
0000000000000 {Ny(t); t>0000
t00000000000000000000000
0000D0000000000 t=0000000
00000 n00000000000000000
0000 s 000000000000000000
7,00000000000 000000000 T,0
ooo

To = inf{t > 0; Ny (t) > = | Ny(0) =no} (4)
000

Ty = inf{t > 0; N;(t) = 0 | N;(0) = no} (5)
0ooo

000000000000000000D00000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
00000000000000 O0SO00000000
000000000000000000000000
00000000000D0000000000000
000000000000000000000000
000000000000000000000000
0000000 O0SO0000D00000000000
000000000000000000000000
00000000000000

00000000000000000000000
00000000000000000000000
0000000000000000000 0000



Vol. 45 No. 5

000000000000000 80%0000 00O
O00o0Uo0ooUoOoOoUoooooooooOoooon
0O cO0000000O0O0O00O0OOOO0O0OODOO0O
O00000o00ooooooooooooooog
000o0D0o0o0o0o0ooooooooooooooo
ooo

00 t¢t00000o0o0o0o0oooooooooooo
oo0oooooooooooo 1., 000 T, 000
oo

R.(t) =Pr{Tc >t | T. < To} (6)

00o0o0ooooooooooooooooooo
O Mean Time to Hazard: MTTHOO

MTHﬂ@:Emﬂg<np:/wRﬁmt

(7)
000000000000000000000 R(t)
000 MTTH(e) 0DO0ODO0D0ODOOOODOOOOO
ooooooooooooooon

00oodoooooooOoooooooooooo
00o00oDooooooooogoooooooooo
Joob0000o0o0obOO0bO oobOoboOooooo
oooooooooooooog

00 +000o0oooooooooog

Ro(t) = Pr{T, >t} (8)

0000000000000 D0Od Mean Time to Ex-
tinction: MTTEODO

MTE:EHM:/meMt (9)

000000 Re(y) OO MTTEOQODOOODOO
goooooboobooooo
3.2 0000000000000
0000 KSOOOoooooooooooooo
goboooooooobooooooooboboooboOooo
goooooobooboooooooobooooo
goooobooboooboD n0OO0ODOOOOODOO
oooooooooOooooo A0000 w00
oooooboooboooo
An = On(K —n), n=0,1,...,K, (10)
Un = 0, n=1,...,K. (11)
ooookKkOOOOOOoOOOOOOODOOOOO
00o0ooOgo j000000O0ODODOOOOO
goooooooooooooboobooboooooo
gboooooooobooob nOO0OOoOOOOO
00 K—nOOOOOOOOOOODOODOOODOO
ooobooo
ob0t¢tooo0 nO00OO0OO0ODODOOOODOOD

gooooooooboooboooooooboooono 1435

oooo P,(y)UOUOODDOOOOUOOOOOOODO
ooo

L Po(t) = Pi(0), (12)
L Pi(t) = mPa(t) — R0, (13)
& Pt) = At Paca (1) 4 pa Pasa (1)
U Pa(b), (14)
forn=2,..., K -1,
d

JPre(t) = A1 Prea (1) — pc Pre(t). - (15)
000 vo=A+p, 0000

00000000 ¢0000000000000
00000000000000000 ¢00000
00000000000000000000000
Ny(t)=00 Ny(t)=c000000000000
00000000000000000 Ng(t) =cO
000000000000000000000000
0000000000000000000000 ¢0
0000000000000 0000000

Ae=0, pe=0 (16)
0000000 (12)(15 000000000 Pa.(t)
000000000 P,(t)000000000000
00000000000000O0
00+¢00000000000000000000
0000000000

Pr{T. < t,T. < To} = Pe(t) (17)
000000000000000 ¢+00000000
000000
Pe(t)
}30(00)
0000000 P(eo) 000000 DDO0ODOOE
000000000000 s00000000000
0000000000000 i+100000000
0000000 P.(ec) 000000000000 no
00000000000000000 ¢c000000
000000000 Py(w) =[], F» 00000
00 /,00OOOO0ODOO00000000000 AL
00 m

Fo=0, (19)
A+ m(l—Fo)’

fori=1,..., K —1.
MTTH(c) 0000000000000 s0000
0000000000000 i4100000000
0000 M;000000000000000000
0ooOo0oOo

R(t)=1— (18)

(20)

i



1436 nfulufafulufalufsl May 2004
c—1 \\\ A \\\ A \\\ A
MTTH(c) = Y M;i/F.. (21) U Sy R
P _———— —_— _———
e D= CD Pl P
oooo
AN Anm AN
My =0, (22) - Yo -
———m > Eom— —_— —————
NP +viMi ) F (23) <—----<Tm <—<-----
vl - Fio)}y

fori=1,...,K —1.
000000000 (12)~(15 000000000
P,(t)y0000O0000DOO0OOOOODOOOOOO

Ro(t) =1— Po(t) (24)
gooooo MTTEOOOODODOOODOOO «
00100000 ¢—-10000000000 M; O
gooo

1

MTTE = » M, (25)

i=ng
goooooogoboo

Mk =1/px, (26)

M; = 1/v; + )‘i/uiMi+17 (27)

fori=K—1,...,1
goog

3.3 Kill Signal0O0O00OO0OOOOOO
Kephart 0% 00000 KSOOOOOOOOOO
gooboooooooooooooo
00 {Ng(t); t >0} 0 {No(t); t>0} 0000
t000000000000000000 KsOoOoOo
goooooboobooboboboooooobooobo
00000000000 D00000 Nyt O KSO
O00o0o0o0ooooO N.(¢) Dooooooooo
000000000000000 (n,m) = {Ns(t) =
n,N.(t)=m}00000000000000002
00D (2)00 (3)000000000000000
oooboooooboo
(1) DO0ODODO KSOOOoOoOoooOooooooo

oooooood (n+1,m) 000000

An,m = Bn(K —n —m). (28)

(2) ODOOOOOOOOOOOOOOKSOOOO
oooooo (n—-1,m)0000000O0O0OO

(3) ODoOOoOODOoOoOoOUOUOOOOUObDOO
O000ooooKSOoOoooooooood
goooboooo200000oboboboooo
00 (n—1,m+1)000000

Hn,m = 0n + Brmn. (29)
(4) KSOOOOoOOOOoooOooO (n,m+1)0

goooo

\\ T \ T HN T \\
Y A

e — — R
«---- «— «— <----

4 0 4 ) TN
l l l N
1 1 1 N
l l

A

~
~
~

~
~
~

4 4
01 KsSOoDOOoooooooooooooooo
Fig.1 Transition diagram of the virus model with KS.

Yn,m = Brm(K —n —m). (30)
(5) KSOOOOOOOOUOOOOOOOOODOOO
(n,m—-1)000000
On,m = drm. (31)
gobooobboboobobobobobobooor0obo
gogd
o000 P»()0OO0O t0DO0OO0O0OOODDODO
nO0KSOOOODODOOO0OO0OO0OO0OO mOO0O00O000
gooooooobobooobooboono
APy m(t)

:)\nf mPnf mt
dt b 1m(t)

+ fint1,m—1Pnt1m—1(t)

+ Yn,m—1Pnm-1(1)

JFanmﬂHrIanﬂHrl(t)

— Un,m Pn,m (t), (32)

forn=0,...,K,

m=0,..., K —n.

gooooooooooopDoooo K>2n+m0O
O00D0O0oooOooouoooD KSoooooooo
00 (o,0)00000UooU0oooUoooooo
Vnom = Anym + tnm + Vaom + 00,y 0000000
0000000000 00000 tooooooog
P,,,t)00ODDDO0ODO0ODODOOODOODOODOODOO
JooooooOooOooooooooODooDoOoOooo
oooot¢:tooooooooooooon

K K-—n
E[N/(®)] =YY nPum(®) (33)
n=0 m=0
godoodobobooobooboooooooboooooo
Jod00ooOoOoOoooaa
gddooooooboobooooooooooo
JOo0dobOO00b0ObOO0000oOo eOodoooa
0000000000000 0O0000O0O0000OoOo o



Vol. 45 No. 5

00000000000 ¢c0000000D0000
00000000 KSOOOOOOOO0O0O00 000
00000000000000000 B,,.(t) 00
000

0ooooooooboooooono
K
Ro(t)=1- Y Poml(t) (35)
m=0

goooooooo

O0OMTTH(c) U MTTEOOODOODOUOOOOO
goooooooooA,.OB,,0C, 00000000
goobooo nO0O0ODODOOOODODOODOO 1
000D0D00000000DODOD000KSOOOoooo
ooomobooob 1000000 bOooooboo
gobooobooooboooobobobooooobo
A,0B,0C, 00000 (K—n+1)x (K -n+2)0
(K—n+1)x (K—n+1)0(K—-n+1)x(K—-n)0O
O00000o0ooo0ooooo Ksoooood
00000000000 A,O0@O;00000 (n,i)
oooOd (n—1,) 00000000O0OOOOOO
A,0B,0C, 00000[A],; 000 AO i0; O
oooboooboobooooo

tn,i/vn; fori=j+1

[An]i; = ) (36)
0 otherwise,
On,i/vn: fori=j—1

[Bn]” = 'Yn,i/l/n,i for i = j + 1 (37)
0 otherwise,
Ani/Uny; fori=j

[Chli; = . (38)
0 otherwise.

00000F,0000000000 nO00000
000000000000000000000000
00 n+100000000000000000
Fo =0, (39)
F,=I-A,F, ,—-B,) 'C,, (40)
forn=1,...,K -1
ooooooooo A,0B,0C, 00000000
000 n0000000000000 1000000
KSOOOOODOOOOOOOO0OOO0OoO0D 100
0000000000000000000O0

gooooooooboooboooooooboooono 1437

~ i 2. fori=j4+1
[A@U_{‘“/%ﬂ orr=rtl g

0 otherwise,
On,ifvi,; fori=j—1
[Buliy = § nifvas fori=j+1  (42)
0 otherwise,
- Anifv2, fori=j
C,lij = ’ ’ 43
(Gl { 0 otherwise (43)
ooooogoooo
00o0U0ooooooooUoQoo cO0OOO

MTTH(¢) DOO0O0OO0ODOUOODOOOOOOOODO
oooo Al1. 00
MTTH(c) =

Z::LOO‘F”O”

“Fi o tM;Fii,---F._ e
aFnO.. !

~FC_1e

(44)
0000000000000 KSOOODOOOOO
00000000000000e00000000 1
0000000000000M,O000000000
0»n000000000000000000CO0O0
00000000000 1000000000000

00000000000000000000
M, =0, (45)

M,=(I-A,F, ,—B,)™"

x (A,F, F, + B,F, +C,

+A, M, . F,), (46)
forn=1,..., K —1.
OOOMTTEOOOOOOOOOF, 00000
00000 n00000000000000000
01000000000000000000000
Frx = Ax, (47)
F.=(I-B,-C,F,.1) "A,, (48)
forn=K-1,...,1
0000000OM, 0000000000 nO000
0000000000000000 n—100000
000000000000 0MTTE O

MTTE =
Zl Otfno - 'Fi+1MiFi71 - Fie

i=ng

aFnO---Fle

goooboooo
My = Ag, (50)
Mn:(I_Bn_CnFn+1)71

X (An + ann + CnFn+1Fn
+ CnMrH»lfn)a (51)



1438 goooooooo

forn=K—-1,...,1.

4. JOooooOoOoDbOOoOoOoobooaoo
goood

oooboooooooobooooooboobooo
goooooooobooobooooooooooboon
gbooooooo0oooooooooooobonoo
good
ooooo2000000o000o0boo000oon
ged
WORM BLAID.A0 00 BLAIDI 20020 11
0000000 WindowsOSOOOOOODODO
gooboooooooooooooooooon
goooooooooooocoooobooobooon
gbooooooooooboooooooobbo
ooo0oooboooooooooooooogon
ooooObDooooDO0O0O0O0oO0n Te:OOO
U000 From:000000O0O
WORM DATOM.AD 00O DATOMDI 20020
70000000 WindowsOSOODODOODOODO
gbobooobooooooooooooboooooo
ooobobbooocooooobooOoobooooboooo
goboooooobooobooobooobooooon
ooooboooooooooooooooooo
ooooooooooooooboooooobooon
ooboooO0obO000ooOobob0oo0oooo
ooboooooooooooooboooooooo
00o0ooooooooooooo@Uooooooo
oooooDo@)o0ooooooooooooooo
gobodooobooooobooobooooo
ooboobooooooooooboobooooo
6000020030 10 1000000000O000OO0O0
oobooooooboooOobooooooooooooo
goooboogoeeooOooobOoboOooooboono
goboooooooooooooooooobooon
oooooooooobooobDbOoooooDboo
gooooooooobooobbobooboobooo
goboboooooooobooooobooooooa
gooooooooooooobooooooobooa
odo 20000 300b0oooooooboobooon
gobooboobooooboobooooboooooooo
00000000ooo0oooooood BLAIDO

Y 0000000000 mO00O0Oooooon
http://www.trendmicro.co.jp/vinfo/virusencyclo/
"0 opoooo0000OmO0D0000O0oO0ooog
http://wtc.trendmicro.com/

May 2004

1800
1600
1400 [ ‘ BRAID
1200 [
1000 [

800 [

number of infection

600 |
400 |
“

200 f o

days

02 0000O0O0ooo
Fig.2 Behavior of the number of infection.

14000

12000 [ BRAID

DATOM

10000 [
8000 [

6000 [

cumulative number of infection

4000 [

2000 |

0 10 20 30 40 50 60
days

03 ooooo

Fig.3 Behavior of the cumulative number of infection.

DATOM O O0000O000O0DOOOOOOBLAID
gbooooooboooooobooooooooobooo
o sgbooooooooooboobooooooooo
O0oooooooooooobATOMOOOOOO
goboooobooooboocbOooooooobooo
00000000000 OoBLAIDOOOOOOOO
ooo0ooooOooOooOoOoooobATOMOOOO
ooboobooooooboobobooooooooo
goooooooooboboooobooobobobooon
goooboboooboooooobooboooOooboDbDbDboo
goooooobooboooooboooooooon
goboooooooooooooboobooa
oobooboosuoboooboooooboooon
gboobooooooooooboooooobooooon
(1) OOoOoOoOOoUOoOOoOOOOooOooOoOo
goooo
(2 0OOOOOOO MTTHOOO MTTEOOOO
goooobooooooooooboooboooboobo
goobooooobooboooooooobooo



Vol. 45 No. 5

000000000000000000000000
0000000000000000000KSOOO
00000000000000000000000

00000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000300000000000
000000000000000000000000
0000000000000000000000 30
000000O0O0OBLAIDOOOO DATOM OO O
000000000 60000 200000000000
000000000000000001000000
00 1,000 0000K=20000000000 10
000000000000000000000000
000000000000000000000000
0000 KOOOOOOOOOOOOOOOOKSO
000000000000000000000000
O0O0KLEZOOOOOOOODDOOOOOO0O0O00O
000000000000000000000000
00000000000 KSOOOOOOO0O0o0o0o0
000KSOODOOOOOO B,=0000KSOOO
000000000000000000000000
0000O00O0KSOOOOOOOOO 6, =000
00000000000000 KSOOOOooooo

00000000000000000000 KSOO
000000000000000000000000
000000000000000000000000
000 600000000000000000000
000000KSOOOO 6000000000000
O0000O00On,=20000000000000
0000000000000000000000 20
000000000000000000000000
00000000 2000000000000000
00O000000000000OoO

000000000000000000 000
00000 6000000000000000000
00000000000000000000 g000
00000 6000000000000000O0O
000000000000000000000000
000000000000000000000000
OO0ONg, k=1,...,600000000000000
0000 k0000000000000000000
00000000000

gooooooooboooboooooooboooono 1439

14000

12000 [

10000 [

8000 [

6000 [

4000 [

cumulative number of infection

2000 [

00 10 20 3:) 40 50 60
days
04 O00D0OOOOOOODOOOOOODOOO
Fig.4 Comparison between real data and estimates in

terms of the cumulative number of infection.

01 BLAIDO DATOM OO0O0O0OO0OOO0OOOOO
Table 1 Comparison of measures for BLAID and

DATOM.
MTTE MTTH(10) MTTH(14)
BLAID 41.23 14.63 14.51
DATOM 273.94 51.64 44.10
60
2
O(8,8) = > (BIN)] - ms) (52)

k=1

000000 40é0000000000000000
n, 00 kODOODOODO0O0OO0OO0OO0O00O00OO0O00O0
00o0o0o0oooooO
O(8,9)

subject to B >0, §>0 (53)
000000000000000000000000
0000000000000 ooooo
0000000 20000000000000
BLAID O DATOMOOOOOOOODO 60000
000000000000000000000000
00000000000000000000

(B,6) = (1.3276 x 1072,8.2045 x 107 ?),
BLAIDO
(B,0) = (4.6716 x 1072,1.2927 x 107?).

DATOMO
00004000000000000000000
000000000000000000000000
000000000D000000000000000
000000000000000000000000
000000000000 0000000000
00020000000 BLAIDO DATOM OO
000000000000000000000000
0000000000 00000000000000

minimize



1440 goooooooo

0 2 BLAIDO DATOMOO0O0O0O0O00D0OO0O0OO00O0OOOO
Table 2 Hazard probabilities of BLAID and DATOM.

c=10 c=14
BLAID 0.357 0.049
DATOM 0.819 0.477

000 1 00BLAID O DATOM O 00O MTTEQ
MTTH(10)0 MTTH(14) 000000000000
MTTH(10) O MTTH(14) 0 0000000 10,000
00000 140000000000 MITTHOOODO
000000000 20 BLAIDO DATOM OOO
000000000000000000000000
0 1000BLAIDO DATOMOOOOO0OO
0000000000000 0000000000
00000000 MTTH(10) 0 MTTH(14) 0 00
00 BLAIDOOOOOOOOOOOODOD00O000
BLAIDOOOOOOOOOODOOO0O0O000000
00000000O0DATOMOOOO0000O0O0
00000000000000 2 000BLAID O
DATOMOOOODO000O00D0DO000000
00000000000D0000000000000
00 MTTEOMTTHOOOODOOOODOOOOOO
030000000000000000000000
0000000000000 200000000 60
000000000000000000000000
000000000000000000000000
000000000000000000000000
0000000000000004000000000
000 BLAIDODOOOOOOODODO0O0DO00O0
00 DATOMOOO0O0O0D000000000000
00000000000 00000000000
00000000 200000000000000
000000000000000000000000
00000000000 2000000000000
000000000000000000000000
000000000O0MTTHOMTTEOOOOODO
000000000000000000000000
000000000000000000000000
000D000000D00000

5. 0 0O O

ooooobooocoobooooobooooooooo
gobbooooobooboooboooocoboboooaoo
goboooooooooooboooooooooooo
goooooooboobocooooooooooooo
goboooooooooooboooboobooooooo
goooooooooooooooooooooobo

May 2004

O0000o0ooooooooooooKSoooo
00000 KSOOOOooooo 20000000
oboooooooooocooooooooboooboo
ooo200000000000000000000
goooooooooooboooocooobooboooo
ooooooooooobooobooobooooo

ooooMTTHO MTTEOOOOOOODOODO
goooboooobooobooboobooooooan
goboooboooooooooooooooboon
goboobooooooooooooooooboooo
ooo MTTHOOO MTTEOOOOOOOOOO
oboooboooocoooooobobooonbo

o0 Oooooboooboooboooooboooooao
00 BOGrant No.157000600 2003-2004M 0000
156510760 2003-2005600 00 0 0 O 00 BO Grant
No.134801090 2001200400 0000000000
ooooooboo

g o o o

1) Okamoto, T. and Ishida, Y.: A distributed ap-
proach to computer virus detection and neu-
tralization by autonomous and heterogeneous
agents, Proc. 4th International Symposium on
Autonomous Decentralized Systems, pp.328—
331 (1999).

2) Badhusha, A., Buhari, S., Junaidu, S. and
Saleem, M.: Automatic signature files update
in antivirus software using active packets, Proc.
ACS/IEEE International Conference on Com-
puter Systems and Applications, pp.457—460
(2001).

3) Thimbleby, H., Anderson, S. and Cairns, P.:
A framework for modelling Trojans and com-
puter virus infection, The Computer Journal,
Vol.41, No.7, pp.445-458 (1998).

4) Kephart, J.O. and White, S.R.: Directed-
graph epidemiological models of computer
viruses, Proc. 1991 IEEE Computer Society
Symposium on Research in Security and Pri-
vacy, pp-343-359 (1991).

5) Kephart, J.O. and White, S.R.: Measuring
and modeling computer virus prevalence, Proc.
1993 IEEE Computer Society Symposium on
Research in Security and Privacy, pp.2—-15
(1993).

6) Kephart, J.O.: A biologically inspired im-
mune system for computers, Proc. Interna-
tional Joint Conference on Artificial Intelli-
gence, pp.20-25 (1995).

7y 00 0000 0OOODUODODOUOoOoOoOoOo
000000000000 00oOoooooogg



Vol. 45 No. 5

00000000000 Odpp.21-30 (2002).

8) Toyoizumi, H. and Kara, A.: Predators: good
will codes combat against computer viruses,
ACM SIGSAC New Security Paradigms Work-
shop 2002 (2002).

9) Wang, C., Knight, J.C. and Elder, M.C.:
On computer viral infection and the effect of
immunization, Proc. 16th Annual Computer
Security Applications Conference, pp.246-256
(2000).

10) 0000000000 oOUoOooooOO
(1986).

g U

A.1 MTTHO MTTEOOOO
00000 (39)00 (40)00 (44)-(46)0 0000
00000000 (19)—(23)0000 (25)-(27) 00
00000000000000000
00000000000000 nO00000000
0000000000000000 n+100000
0o F,00A,0B,0C, 00000000000
010000000000000000000000
010000000000000000000000
F,=A,F, F,+B,F,+C, (54)
0000000 F,00000000 (4000000
000000000000000000000000
0000000 nO00 410000000000
00 M,00000
M,=A,F, F,+A,M, F,
+A,F, M, +B,F,
+BM, +C, (55)
0000000000 M,00000000000
00000M,O0000000000000000
(44)0000000000000000000000
0000000000OMTTEOOOOOOOODOO
(00 15070 10000)
(0016030 5 000)

gooooooooboooboooooooboooono 1441

oo 00

ooss500000 1500000
gooooooooooi1s00o0
gooooooooooooooon
gooooocoooooobooooo
uboooooooooooooo

o0 Oooogoooo

004800000 70000O
gooooooocoooonnonon
gooooooocoooooooon
oooooOoOO0O0O0O0DbD CSKO oo
goooowoooooboooo
gooo 100booobooooooooboooooboo
goboomoobobooooboooooooDboo
gooooooooooooooorROOOOBDOO
OOO0O0OO0IEEECDOOO

oo a
gbo400000000000O
oooboooooooo40000

= gooooooocboooooooo
‘ . goooooocooooooooo

A oboboooooo soboooo
o0 14000000000 00000O0O000O00
gmoo40000000000000DO00DOGO
gooooooboo12o00bo0goboooooo
gooooooboooooobobobooboooon
oooooOoooooorROOOOOOOODOOO
goboooooooooooooooooobood
OOO0O0OO0IEEECDOOO




