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1 Background

Oblivious transfer (OT) is one of the fundamental
cryptographic primitives. OT was first introduced
by Rabin [15] and some variations have been studied
in several works. OT can be used to implement a
wide variety of protocols [11][7]. Particularly, secure
multi party computation can be based on the secu-
rity of OT. Nevertheless, constructions of OT proto-
col need unproven computational assumptions: the
difficulty of factoring large numbers, computing dis-
crete logarithms, the existence of enhanced trap-
door permutations [15][14][6]. These problems may
be solved efficiently, and strong assumptions may
be turn out to be false. Thus, constructions of OT
protocol from “weak” assumptions is important.

Minimal assumption commonly used in cryptog-
raphy is the existence of one-way functions [9].
However OT can not be reduced to the existence
of one-way permutations with black-box construc-
tion [10]. It is unlikely that a provable construction
of OT based on one-way functions is found. There-
fore we study a weaker variant of OT from one-way
functions.

We study the case in which there exists a
quadratic gap between the computational resources
of the honest party and the adversary. In the
standard form of OT, computational resource’s gap
must be super-polynomial. Considering such a
weaker form of OT is general and reasonable, be-
cause it is the natural setting that a ratio between
the computational resources of an adversary and
that of honest parties grows linearly.

Other cryptographic primitive which has
quadratic security also has been studied in [2]. A
protocol of key exchange, that is also one of fun-
damental cryptographic primitives, with quadratic
security based on strong one-way functions was
suggested in [2]. It is shown that key exchange
protocol in the random oracle model with quadratic
security is optimal [1].

In this paper we consider the 1-out-of-2 variant of
OT proposed by Even, Goldreich, and Lempel [6],
which is shown to be equivalent to Rabin’s OT by
Crépeau [4] and more useful. The 1-out-of-2 OT is a
protocol between two players: a sender (Alice) and
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a receiver (Bob). Alice has two secrets sy and sy,
Bob has a choice bit ¢. Bob wishes to receive one of
the secrets which he chooses (i.e., s.) without Alice
learning ¢, while Alice wants to ensure that Bob
receives only one of the two secrets.

Constructions of weak OT which has quadratic
security relates strongly with OT in Maurer’s
bounded storage model (BSM) [12][5]. In the BSM,
it is assumed that the adversary has bounded space
(memory size) rather than running time. In a typ-
ical setting of the BSM a large random string R of
length NV is initially transmitted to the honest par-
ties and the adversary, both of the honest parties
and the adversary can store only a limited portion
of R. It is shown that there exists a OT protocol
in the BSM which can have unconditional security
[3]. It is shown that a protocol in the BSM with un-
conditional security can be transformed into a com-
putational secure protocol based on strong one-way
functions [2].

In [16] it is proved that the paradigm of trans-
forming unconditionally secure protocols in Mau-
rer’s bounded storage model into computational se-
cure protocols based on random oracles can be ap-
plied to OT protocols and constructed weak OT
protocols, that is with quadratic security, from ran-
dom oracles and proved that random oracle can be
repaced into strong one-way permutations.

2 Our contribution

We present weak oblivious transfer protocol from
strong one-way functions. Our OT protocol can
send multi-bit secret bounded O(loglogk), where
k is security parameter. We prove that our pro-
tocol has quadratic security against dishonest ad-
versaries. Our protocol is based on Merkle’s puz-
zles [13], the OT protocol in the BSM [5], standard
error-correct coding techniques, and the paradigm
of transforming unconditionally secure protocols
in Maurer’s bounded storage model into computa-
tional secure protocol based on one-way functions.

Similar transforming was presented for the key
exchange protocol [2]. However in OT protocol,
Alice or Bob may be adversary. In addition ad-
versary can be dishonest rather than semi-honest.
dishonest adversary mcan run protocol ignoring his
input. Therefore we cannot directly use standard
techniques which are used in key exchange proto-
col. The techniques which are combining several
copies of the basic protocol can amplify correctness
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and security of protocol. We carefully use these
techniques combining several copies and integrate
error-correcting technique into our protocol. We
can achieve our OT protocol correctness and secu-
rity as well as key exchange protocol’s [2].

The OT Protocol from Strong One-
Way Functions

The protocol uses the following tools: a collection of
restricted strong one-way functions, an interactive
hashing protocol, a strong extractor, and an error-
correct code.

In our OT protocol, Alice first randomly chooses
secret, strings sg), s}. these strings are independent
of her input secrets sg,s;. Alice encodes secrets
made by herself. Alice and Bob run the basic pro-
tocol several times. In the one basic protocol, Al-
ice and Bob run setup stage several times. Bob’s
output of the j’th basic protocol is the j’th bit of
encoded strings.

If Bob collects almost of all outputs of the basic
protocols, then Bob can decode the strings to secret
which Alice made and by using it, get Alice’s input
which Bob wants.

Theorem 2.1. If there exists a 2"~ one-way
functions for any 6 < 1/2, then there exists (d, €)-
secure oblivious transfer protocol for d = 2—26—27,
e=k™" for any T <1—4.

3 Conclusion and Open Prob-
lems

We construct an OT protocol with quadratic secu-
rity from strong one-way functions. We show that
our OT protocol comes through with (1 — negl(k))
probability and achieves 1/poly(k) advantage.

We do not know the way of closing this advan-
tage to negl(k). However we believe that there exist
cleverer OT protocols by carefully analyzing and
bringing other techniques: other error-correcting
codes, extractors, a dream version XOR lemma [8].
Thus These techniques may improve advantage and
remains hardness.

In addition the possibility of replacing strong one-
way function to standard one-way function remains
open problem. In [1] it is shown that the key ex-
change protocol with quadratic security is optimal
in random oracle model, therefore it may be able to
prove that an OT protocol with quadratic security
is optimal in random oracle model.
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