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Address-bit Differential Power Analysis against
Side-channel Attack Countermeasure Based on the
Montgomery-type Elliptic Curve

KouicHi IToH,t TETSUYA IzUt and MASAHIKO TAKENAKA®

This paper proposes the Address-bit DPA for elliptic curve based crypto systems (ECC).
This attack was orginaly proposed by Messerges et al. for common key cryptosystems, which
analyzes differences of addresses of registers. However, it is thought to be of no effect if the
intermediate data are randomized. We extend the attack so that it works against scalar expo-
nentiations in ECC even if data are randomized, i.e., the implementation is resistant against
the data-bit DPA. Our attack works against the side-channel attack countermeasure based
on the Montgomery-type elliptic curve, but it will also work against other countermeasures,
such as Add-and-double-always method proposed by Coron. We have experimented the anal-
ysis of cryptographic schemes OK-ECDH and OK-ECDSA, by two approaches (SE-attack,
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ZE-attack). We succeeded to reveal (a part of) secret keys by our analysis.
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INPUT: d, P

OUTPUT: d x P

1: Q0] =P

2: for i=n-2 down to 0 {

3 Q[o] = ECDBL(Q[0])

4: if d[ij==1 Q[0] = ECADD(Q[0],P)
5

6

i}
: return Q[O]
Algorithm 1. 20000
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INPUT: d, P
OUTPUT: dx P
Q0] = P, Q[1] = ECDBL(P)
: for i=n-2 to downto 0 {
Q[2] = ECDBL(Q(]])
Q[1] = ECADD(Q[0],Q[1])
Qo] = Qi2-d[i)}, Q[1] = Q[i+d[i]
}
return Q[0]
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Fig.1 Differentials of power traces, Dqp(top) and
D, (bottom).
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for i=n-2 to downto 0 {
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}

return QO]
Algorithm 3. 000
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