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A Technique to Reduce False Positives
of Network IDS with Machine Learning
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Recently, network-based IDS (network-based Intrusion Detection Systems), which always
observes the packets flowing in the networks, has become the focus of the public attention
with increasing security incident. However, network-based IDS frequently mistakes attacks.
Especially, IDS generates many false positives, that are bogus alerts caused by mistakes nor-
mal events with attacks. Many false positives cause problems for administrators, who have
to distinguish real attacks with false positives in IDS log. In this paper, we proposed a tech-
nique to detect false positives in IDS log by learning patterns of false positives with machine
learning. And we implemented and evaluated the proposal system, and proved effectiveness
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of our proposal.
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Fig.1 Overview.
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Fig.3 Pattern extraction.
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Fig.4 Neural network learning.
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