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Low-cost RFID Privacy Protection Scheme

SHINGO KINOSHITA,! FUMITAKA HOSHINO," TOMOYUKI KOMURO,*
AKIKO FUJIMURAT and MIYAKO OHKUBOf?

RFID is expected as one of the most important infrastructure technology for ubiquitous
society, because the RFID tags will be affixed to almost all items and used for various useful
ubiquitous services in the future. On the one hand, such a wide deployment of RFID may
expose new privacy threats of citizens by abuse of powerful tracking capability of the RFID.
We try to make RFID privacy issues clear and propose a low-cost protection method to resolve
the privacy issues in this paper. The cost is the most important factor for global diffusion
of the RFID. Moreover, this paper shows how to apply our method to the Auto-ID system
that is supposed as the standard of next generation RFID system, and describe its prototype

system.
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