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Digital Evidence Enhancement for
the Japanese Official Gazette Data Providing Services

ATSUKO UMEZAWA,tt HIROYUKI UENO, YUKIO MIYATA,tt
YASUHARU SAIKAWA,t TAKAYUKI ENAMI, "t KATSUNARI YOSHIOKAT
and TSUTOMU MATSUMOTO

Since November 1999 the National Printing Bureau of Japan has been providing the
Japanese Official Gazette digital data via the Internet. The Official Gazette digital data has
the following requirements: (1) the integrity of the data is verifiable, (2) the manufacturer
should be identifiable, and (3) viewing should be convenient. In order to fulfill these require-
ments, the National Printing Bureau started adopting digital signature and time stamping
schemes to the Official Gazette digital data in July 2003. Many countries have also been
providing their documents data via the Internet. However, as far as we know, it is the first
example of employing digital signature and time stamp to the Official Gazette digital data,
which are important official documents used for proclamation of statutes to take a simple
example. This paper outlines how individual security technologies are applied in the current
version of the Official Gazette Data Providing Services and also discusses their achievements.

goooboooooooobooooooooobooooo

1. 0O O0O0O
gooobobooooooooboboooooooooo
goboooooooooooooooooobooDo ooboooooboooobooooooo
goooooobooooooooobooooooooon gooooooooooooooooboooooon
ocooooooooooooooboboooIrooo oooooooooOooooooon 1402002000
gooooboooooboooooboooOooooo odooooooobooooboooooonooon2o0o04

020000000000000D020040 60000
+0000000000000000 gooooobooboboooooboboboooooo
Graduate School of Environment and Information Sci- gbobobooboooooooooobobobo

ences, Yokohama National University 00000000000 O0O0o0OoOoOoOooooon
ftt0oooooooooo

National Printing Bureau, Incorporated Administrative
Agency, Japan " 000000 1) 000000000000000000000

1954



Vol. 45 No. 8

WebOOOOOOOOOOOOOOOODOODDO
goooobooooooooooooooooooo
goooooboooooooo

dddooooooooooooooooooooo
goboooobooooboo9ouooooon
gobooooooooooooooobooooooo
goooooooooooooboboooooooo
ooooo 10200300 rO0DOO0O0O0OCOOOO
goooobooooooooooooooooooon
gooood

goboooooboooooooooz2b0000oaon
goobooooooooooo3soobooooooo
goboobooooooooooooooo400000
goooboooooooooooooooooooo
goboooosobooooboooobooboooon
gooboooooooooooboooobennnoDOO
goooooooooooooooboobooooooo
coooooroooOoOoOoboOoOooboboooooo
cooooooooOOOOOOOOOOOO0O0s8OO
goboooooboooooooooooooooon
goboooooooooooooboooooooo
ooooooo

2. 00O0O0OO

00?»00000000000000000000
0000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
0000000000000% 0000000
00000000000000000000000
000000000000000000000000
00000000000000000000000O0
000000000000000000000000
000000000000000000000000
0000000 4001907000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000 320195700 120 280000
0Oo0oo0oOoooooo®90

00DO00000000000000000000
0000000000000000000000000
000000000000000000000000

obooooooooobooooooooooooboobooOoooooooOboboo 1955

01 00ooooooo
Fig.1 The Official Gazette.
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Table 1 The Official Gazette Data Providing Services.
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stamp for the paginal PDF data.
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Fig.2 Outline of Official Gazette Data Providing Services

with digital signature and time stamp.
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Fig.8 Screen image of the Official Gazette Data Providing
Services with digital signature and time stamp.

gobooooooooooboboooooboooboooo
goboooooooooboooooooooooboooo
goooooooooooooooooooobonoo
gooooooooobooobooboooooobonoo
gobooooooooboooooooooooood
OpPDFOOO0OO0O0OO0OO0O0O0O0O0OOOO0OO0OOO
goboooooooooboooooooooobood
oboogd

8. O g

goboooooooooooobooooooooo

goooboooooobooooboooooooooo

gooooboooooooobooooooobonoo

goooo

o JOOOOOOOODOOODOOOOOOODOO
goboooooooooooobooooooobon
jjoddoddoooooooooooooooo
gooobooooooobooooocoooooo
goooooooo

o JOOOOOOOOODOOODOOCOOODOODOO
goboooooooooboooboooooobo
gobooooooooooobooobooooooDo
gooooooooooboooooooooono
goobooooooooooooooooooo
goooooboooooooooa

o JO0O0OO10OOO0ODOOOOOOOOODON
gobooooooooooobooocoooooo
goboobooooooooooooocoooooo
gobobooooocoooobooboocOooooo
gboooooooocoooobooocoooooo
gobooooooooobooobooboooooo
goooooooooboooooooboooooo
gooooooooooooooooooooo



Vol. 45 No. 8

oooo
e IDDODODODODONOONODOODDODODO
0000000000000000000000
000000000 200000000000
000000000000 D000D0000000
000000000000 D00000000O0
0000000000000 00000000
0000000000000000000000
ooo
e 10DDIDDOODOODODODOODOODO
0000000000000000000000
oooooo
00000000000 000000000000
oooDooog
e 00DDO 4100 420000030000
0000000000000 O0000000OO
00000000000 0000000000O0
oooooooog
e 100000 DOODOODOODODDODODO
0oo0o0o0oO0ooooo
e IIDDONDDONODODDODDOODOOD
0000000000000000000000
0000000000000 000000000
e 0IDODOOONDNDNDDOOOOOODODOD
00000000000 00000000000
0000000000 00000000D00000
00000000000 D0O00D0O00D0O000O0
ooo
00000000000000000000000
000000000000000000000000
00000000000000000000000
00000000000000000000000
00000000000 0000000000000
RFC3126' 0000000000000 O00OOO
0000000000000000000000000
000000000000 00D000D000000D
0000000000000 00000000000
000000000000000000000000
000000000000000000000000
0o00000o0ooon
0000000000000000' 0000 Fed-
eral Register0 0 O 0O London GazetteDO O OO
O EUOQO Official Journal of the European Union O O
0000000000000000000000000
0000000000000 00000000000
00000 PDFOODOO20040 300000000

obooooooooobooooooooooooboobooOoooooooOboboo

1963

joobO0ooodoooooooooooooooo
ooooog

00000000DO000oooooOoo PDFOOO
Joo0o00o0oooooooooooooooooo
The UK online annual report'® 000000000
0020000 1200000000000000000
000 UK onlined” 0000000000 e-EnvoyD
Oe0000CCOOOOOOOOOOOOOOOOOO
200200000 Adobe Acrobat 00 OO OOOO0O
000000 Self-Sign 0000 e-Envoy 000 OO
0000000DO0OO0oOdO0Self-Sign00O0O0OOO
gooooooOoUoooooooooooooooo
000000000 0ooOoO00e-EnvoyOD OOOO
00000000000UKoonlinedOOOQOOOO
joooopooooooooooooooooooo
ooooog

00000oo0oooooooOoo 1010000
goooooopoOoooooooooooooooo
goooooOoo1ooooooooooooooo
goooooodoooooooooooooooo
jdoooooooooooooooooooooo
ooo0oooooooooOoooooooooooo
00000oooooooooooooooon

g o o o

1) 0000000000000000000000
ooooobo bDbooboboooobooboon
goooobooobobooooboooooooo
goobOo0oboOooooboooboobooo
000000 20030000 pp.55-60 (2003).

2) 000000000 O0O00DO0OO (1983).

3) 0O0D00O0Ohttp://www.npb.go.jp/(last visit:
26 Nov. 2003).

4) 0000000000000 O0OO0OO0OO0 oOOoo
pooooooboboobobo bbooo
00oo0ooooomoooo (2001).

5 0 0O0O00O0O0OO0O0OOOOODoOOOUOOO
O (1994).

6) D00000D0000D0000000 Mhttp://
kanpou.npb.go.jp/ (last visit: 26 Nov. 2003).
7) 0000000000000 0000 https://
search.npb.go.jp/ (last visit: 26 Nov. 2003).
8) bO0UU0O00DLO0OUDOUDOLOOOOO
PKIOOOOOOO http://www.ipa.go.jp/

security/pki/ (last visit: 26 Nov. 2003).

9) 000000000 SecureSign 0000000
0 0 O http://www.jcsine.co.jp/service/s sign.
html (last visit: 26 Nov. 2003)

10) 0000000000 oOUoOoUoOooOooO



1964 goooooooo

http://www.e-timing.ne.jp/tsa/ (last visit: 26
Nov. 2003).

1) 0000000000000 Chronotrust,
http://www.sii.co.jp/ni/tss/s090054.html (last
visit: 26 Nov. 2003).

12) NTT OO OOSecureSealJ 000000 0OMOD
http://210.144.76.11 /technical /tech01.html
(last visit: 26 Nov. 2003).

13) 0000000 OOOoOoUOooOooooOo
gooooooooooooboobobooooon
000000000 vold3, No.8, pp.2644-2658
(2002).

14) Pinkas, D., Ross, J. and Pope, N.: RFC3126
Electronic Signature Formats for long term
electronic signatures. http://www.ietf.org/rfc/
rfc3126.txt

15) 00000000 0o0o0ooooooooon
000 Ohttp://www.ndl.go.jp/horei_jp/Links/
link.htm (last visit: 26 Nov. 2003).

16) The UK online annual report, http://www.
e-envoy.gov.uk/assetRoot,/04/00/04,/01/
04000401.pdf (last visit: 26 Nov. 2003).

17) UK online, http://www.ukonline.gov.uk/
(last visit: 26 Nov. 2003).

g U

Al O0O00OO0OOOOOOOO

goboboooooooooooooboooooooo
goobooooengnoonOo

goooboooooooboooboooooooo
goboboooooobooooooobooboooooon
goooboooooooooooooooooooon
goooboooooooboooooobooooooo
gooooooboooooooobooocoocoooooo
goooooooooooooboooooooooo
ooobO0o0oooooooooooooooooooo

BTN
CRLZNBE
DETHEAERS
5%% OBERE
| ABAR) EREE MR
D
T
2%

QEARMT—FDER
09 0D000O0OoOoooo
Fig.9 Outline of digital signature procedures.
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Fig.10 Tree-structured linked time stamp scheme.
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Fig.11 An example of I scheme.

O0OO0OO0ORFC3161000000000000
000000000000000000000000
000000000000000000000000

OTAMTAOOOOOOOOOOOO0OOO0O00O0
000000000000 TSAMDOOODO000O0
00000D000D0000000CADOOOO

00000D000D000D0000 TSAOOOOO
000000000000000000000000
000000000000000000000000
000000000000000000000000
0000000000000000000000000
(00 150 110 28000)
(00160 60 8000)

oo 00

0000000000000
obooooboooooooooo
gooooooooooooooo
goooooooooooooooo
goooooooooboooooon
OO00000020030 4000 20040 300000
gooobooooooobooocooobooooooo
oobooooood

oo oo

19850 000000000000
gooooooooooooboooo
goboooobooooooooo
gooooooooooooooon
ooobooooooooooooo

ooo0o

gooooooooooooooo
goooooooooooooooo
gooooooooobooooooo

goooooo

oo 00

19820 000000000000
goooooooooooooon
gobooooooooooooo
gooooooocoooooooo
goboooooooooooooo
gboooooboooooooooooboobooooon

o0 ObOoooooo

197rOoo20000000000
gooooobooooooooz2o0020
gooooobooooooooooo

h goooooooooooobooo
- gobooooooooooooa
gbooooooooboooooooooooog

3

oo oooood

1986 0 30000000000
= ooooooooooboooooo
goooooocooooobooooo
oooooooooooooooo
gom8iooooooooooon
gboboooooooobooooooooobooooo
goooooooooooboooobooobooooboo
gobooooooooooooooboooooobbo
gobooooooooobooooooooooood
oooooooooooogissziooooooooa
gobooobooooooooocooooobobooooo
00000 IACROOOCRYPTRECOOOOOO
gobooooooooooobooOobocoooooboooo
goooooooooooboooooboooooooon



