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Proposal of Anti-spam Scheme Combining Challenge-response and

Bayesian Filtering

MANABU IWANAGA,* TOSHIHIRO TABATA and KOUICHI SAKURATt

Some anti-spam schemes are based on challenge-response, a principle that a recipient reads
only messages from senders who are registered by the recipient. In these schemes, request
for setup is sent to senders who are not registered. Since bounce messages are legitimate but
MTA cannot reply to request, we should have some exception to receive for them. However,
spammers can abuse this exception to send spam to users, disguising their spam with bounce
messages. In this paper, we propose an improved scheme, combining challenge-response and
Bayesian filtering, then perform some tests on the effect of our scheme to avoid those spam.
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Fig.1 Notion of classification of email.
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Fig.2 Notion of false-positive and false-negative.
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From: MAILER-DAEMON@foo.bar (Mail Delivery System)
To: someone@forged.sender
Subject: Undelivered Mail Returned to Sender
Date: Fri, 22 Aug 2003 12:34:50 +0900 (JST)

This is the Postfix program at host foo.bar.

I'm sorry to have to inform you that the
below could not be delivered to one”” From: someone@forged.sender
To: ii@foo.bar
Subject: EZHA—)L
Date: Fri, 22 Aug 2003 10:21:03 +0900
(JST)
BREEA— UK A— LR BEA— LR A— )L
KA LB A— LRI A— LR A— )L
spam spam spam spam spam and spam
spam spam spam spam spam and spam

For further assistance, please sen

If you do so, please include this pr
delete your own text from the mes:

The Po

<iii@foo.bar>: unknown user: “jii"

wMEIoFAIL =

03 O0000OO0OO000ooooOoOooooooooooooooo
Fig.3 Notion of disguised spam with forged sender
address.
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Fig.4 Processing flow for incoming message by our
scheme.
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Table 1 Number of messages used in tests and number of
messages learned initially.
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Number of false-positives and false-negatives by Bayesian-only scheme

and our proposed scheme.
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