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The Network System Defended from
Infection of Unknown E-mail Viruses

NAosHI NAKAYA," Ryultt Koike," YuuJi Kourt
and HITOAKI YOSHIDAft

By the recent enhancement of network, the computer viruses which use e-mail are increasing
explosively. These computer viruses do damage broadly even short time by abusing e-mail.
There is infringement of privacy like the leakage of the addresses and contents of the e-mail to
a third person. Therefore, the countermeasure to computer viruses is indispensable. However,
it takes time to generate signatures because of spending human resources. So, unknown com-
puter viruses can infect many computers easily until signatures are generated. In this paper,
we propose the network system which stamps attached files with unique ID, detects unknown
computer viruses quickly by supervising ID and enables defense of infection and protection of

privacy.
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Table 1 Extensions of dangerous attached file.
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Fig.3 Collaboration between monitoring soft and packet
monitor.

gobooboooooooooooboooooooon
gooooooooooooooboooooooo
00000000000 000000D0Windows
boboooooooooooobooooooood
e J0OOOODODOOOOdir™OOOOO Windows
goobooooooooooboooooooooon
uboooboooooboooooboboooobooon
oono
e J00DOOOOMIleOOOOO Windows O
goboboooooooooooooooooooo
goboboooooooooboooooooobooobooon
goooooooooooooooboooooooo
ooboooooo
gobobooooooooboooobooooooooon
goooboboooooooboobooooooboooobo
gooobooooboooooooooocoooooo
goooboboooooobooooboooooooo
gobtoooooboooooooooocoooooo
gooooboooooooobooboooonoooo
gooobooooooooooooboooboooooo
gooobooooooobooboobooboooooo
gooobobooooooobooboooooobooobo
gooooooooobooooo
4.5.3 ODO00O0OO0OOO0OOOOOOOO0
gooooooboooooboobooooan
gbobooocooboooooooboooboooobooon
oo smooooooooooooobooboooooo
goooooooooooobooooocoooooo
gooobooooooooboooboooonoooo
gooobooooooooboboooooooooo
gooobobooooooooooooooooooo
goooooooooooooooobobooooooo

obobooooooooobooooooooooobooooo 1913

[base]
1D enc200210291031b4f201
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[send_mail]
1

[reg]

"HKEY_LOCAL_MACHINE\SOFT\Run" +"autorun”="C:\windows\system\viri.exe"
"HKEY_LOCAL_MACHINE\SOFT\Run" +"backdoor"="C:\windows\system\back.com"
"HKEY_LOCAL_MACHINE\SOFT\Run" -"ie"="C:\windows\ie.exe"

[dir]
"c:\windows\system" +"winsock.ska"
"c:\windows" -"ftp.com”

[file]
"c:\windows\system\winsock.dll"
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Fig.4 Content of result mail.
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Fig.5 Communication between management device and
verification terminal.
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Table 2 Experimental result.
. i oo

oooo send_mail reg dir file 0o 0o
WORM_KLEZ.H o o o x red R
WORM_SOBIG.F X o o x yellow red
unlha.dll X X o X yellow | green
ooooo x x x x green -

5.2 0 OO0

oooobooooo00obooo 20000 send-mailld

reg0dir0file000000450000000000
goboobOoO0ooooooOooOoooOooOomoon
ooboooboooooooocoooooooooon
goooooooooooooooooobooooon
goooboooooooooooooocoonoooon
goooooooooooboooobooooooo
WORMKLEZHOOOOOODOOOOODOOO
goooboooboooooooooooooooon
gooobooooooobooooooooooooon
gooobooooooobobooboooooooooon
gooobobooooooobooobooooooooo
goooooooooooooooocooooooo
0000000000 0red0000000
WORMSSOBIG.FOOOOO0O0O0O0O0O000O0O0
gbooboooooobooobooobooboooon
gobooooobobooobooboobooboobooon
OO0O0OoOoooo yellowOOOOOOOOOOOO
gboooooooooboooooboooooann
OoO0o0o0oooooOoobOO0o0ooooO0Db0000 redd
gboboooocooooo 200000000000

O000O0red000OD0OOOOOOOOODOOOOO

WORM_KLEZ.HOWORM_SOBIG.FOOOOOO
gooooooooo

unlha dllO0O00000O0O00O0O0DCOOODOO
gooooooooboooooooobooooooo
OO0OyellowOOOODOOOOOOOOOOOOO
OO000O0green 00 0O00D0O0OOOO0DOOOODOO
gboooooobooobooooboooooann

goooboooooboooobooooboooa

goooobooooooooooooooooooo
OO0O0O00000000 uwnlhadlOOOOOOO
goooobobooodoooooooboooooooo
gooooooboooooooooocoooooooon
gobooooooobooooooboboooon 100
gooobooobooooooooboobooooooo
goooboooooooooooooobooooooo

ob00oo0o0o0oO000o00o0o0o0og yellowd OO0
OobOOyellowOOOOO0OO0OOO0OO0OOOOOO
gobooboooouooboooobooooooobooo
OuwlhadlOOOO0O0O0O0O00O0O00O0O0O0O0OO
goboooooooooocooooooooOoboonoo
gbOooooooooooboocoboboOoOn green
gooooo
goobobooooooooooooooooooDo
gooooooooooooooooooooooo
gbodoobooOobOOgreen00OOO0OO

6. DOOOOOO

gooooooooooooocooooobooobooo
goboooooooobooooooooooboOoooo
gbooooboooboobooooooooooobooo
gobooooooooobooocboOooooooboo
gooooooobooooooobooooooboooo
goooooooooboooooooooobonoo
goboooooooooooooooooboooD 2
gboboooooooooooooooooooood
gboboooodoboooooboooocobooooo
goo0O0000o0oooOO0OO000rred0OO0ODOO
gooooooooooobooocoooooooooo
goboooooooboobooooobooobobooooo
goooooooooooocooooooobooo
gooobooooooooooboooooooooo
000000000000redd00000O0O0OOO
gooiboooooobooooooooboboboo
gooooooooobooooooooooDbono
gobooooooooooooooooooooobod
goboooooooooboooooooooobood
gbooooobooooooo

goooooooooooooooooooooo
gbobooOoodoooooooooocooooobooo
gooooooooobooooboooooooooo
goooooooooooobobooooooboonoo
gooooooooooobobooooooDbono
gooooooobooooboooooooobobooo



Vol. 45 No. 8

[ 7]

MS-DOS Compatible
Header

o Offset to
PE main part

MS-DOS Stub

pEJw]o]

COFF Header

Optional Header

07 PEOOOODDO
Fig.7 Structure of PE format.
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Table 3 Coincidental rate of header item.
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Table 4 Virus for experiment.
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WORM_HYBRIS.B 161
WORM_SOBIG.A 152
PE_TECATA.1761-O 126
WORM_SOBIG.B 108
PE_BUGBEAR.B-O 98
WORM_YAHA.P 85
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Table 5 Experimental result of filtering.

0o0ooo%o

ooooo ooooo 0000 %0 0000 0o
WORM_KLEZ.H - 100.00 1.33 | 0.00
WORM_SOBIG.F - 100.00 0.00 | 0.00
WORM_BUGBEAR.A - 100.00 0.00 | 0.00
WORM_YAHA.K - 100.00 0.00 | 0.00
WORM_YAHA.G - 100.00 0.00 | 0.00
WORM_KLEZ.E - 100.00 0.00 | 0.00
WORM_HYBRIS.B 1 93.79 0.00 | 0.00

2 4.35 0.00 | 0.00

3 1.86 0.00 | 0.00
WORM_SOBIG.A - 100.00 0.00 | 0.00
PE_TECATA.1761-O - 100.00 70.86 | 0.00
WORM_SOBIG.B - 100.00 0.00 | 0.00
PE_BUGBEAR.B-O - 100.00 0.00 | 0.00
WORM_YAHA.P - 100.00 0.00 | 0.00
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