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Proof of Signer and Privacy Revocation Protocol in Ring Signature

HIirOAKI KIKUCHI,* MINAKO TADAt and SHOHACHIRO NAKANISHI!

A ring signature is a group signature scheme that allows a member of a group to sign onto
the message so that the resulting signature does not reveal their identity to others. A dis-
advantage of ring signatures is the lack of group administrators who can identify the signer
from a given signature when necessary. To address the issue of identification of the signer,
we present new protocols for a ring signature. These offer improvements in two functions: 1)
proof of signer; a signer is allowed to prove his or her identity when he or she wish to discard
anonymity, 2) privacy revocation by revocation managers; a set of managers can identify the
signer from a given signature only when they agree to revoke the anonymity. Our construc-
tion is based on the protocol of Abe, et al. (2002). The security of the proposed protocol is
based on an assumption of the hardness of the discrete logarithm problem and a secure hash
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Table 1 Performance of proposed protocol.
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