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Proposal of an Iris Identification Scheme Hiding Iris Codes

HARUKI OTA,* SHINSAKU KiyoMOTOt and TOSHIAKI TANAKAf

Biometric authentication is one of the personal identification schemes based on individ-
ual physical or behavioral characteristics. Biometric data extracted from biometrics used in
biometric authentication should be hidden, not to be stolen by others. Nonetheless, server
administrators could obtain biometric data, since it is not encrypted on the server in the
authentication process. In this case, a cryptographic scheme cannot be simply applied to
hide biometric data, because of the following reasons. The enrolled biometric data and the
newly inputted biometric data are not exactly the same in biometric authentication, even if
they are captured from the same person. If the matching score between both data is equal
to or greater than the stated threshold, the person with the newly inputted data is regarded
as the person with the enrolled data. In this paper, we propose an iris identification scheme
on the server, hiding the user’s raw iris data, an “iris code.” We first consider the method
to transform it into another code. It is essential for the method to conserve the normalized
Hamming distance between the enrolled iris code and the newly inputted iris code. We then
show that the method is sufficiently secure to hide the iris codes.
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Fig.1 An example for rotation processing.
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Fig.3 Two procedures of the proposed scheme.
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Table 2 The approximate estimates of all probabilities.
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