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Mechanism-based PKI—A Real-time Key Generation from Fingerprints

Y OICHI SHIBATA,* MASAHIRO MIMURA,? KENTA TAKAHASHI, 2
ITSUKAZU NAKAMURA, MASAKAZU SOGAt
and MASAKATSU NISHIGAKIt!

This paper proposes a “mechanism-based PKI”, in which only a mechanism for generating
user’s private keys is installed on a smart card. The private key is generated inside the smart
card at the event that the legitimate user gives a “seed of private key” to his/her smart card in
order to sign a document. The key exists nowhere except while users are signing a document.
Thus, users no longer need to pay considerable attention to their smart cards. In addition,
this paper also proposes a “statistical A/D conversion”, which is an effective scheme to con-
vert fingerprint to just one and the same ID in real-time. The statistical A/D conversion
enables us to use fingerprint as a seed of private key. We construct an example system for
real-time key generation form fingerprint. From some basic experiments that we carried out,
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the availability of the system is confirmed.
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Fig.1 Generation and registration of public key.

+00000000000000000000
000000000000000000000
000000000000000000000
00000 000000D00D00000000
000000000000000000000

(7) OO0 yOOOOOOO pOgO0O0O0O0O
CAOODDOODOOOODOOOOOODOO0
pl0g 000 CAOODOOOOODOODO
0IcCO0D00OoOoooooon

3.3 DO0OO

0000000000000 0000000000

000000000 2000000000000000

000000000000000000000000

00000000000000000000000

(1) ICO0000O00O0OD00000000

(2) 0DO00OO0OOOO04000000000000
IDOOOOO0O

(3) (2)0IDO0O0OOOOODODOOOOO

(4) (3)000000DO0DOODOO 200
00D0004000000000000000
000000000 IDOODOOOO0O0n
000000000 :0000000

(5) OO r 0O0O000a =
7 (h(m)a—r)modp—100000000
mUO00000 s0e 0000000 h(m) O
m 0000000000000 0z 0000
0000000000000 00000000
0000000000000 00000000
0000000000000 00000 000
000000000000 000000000
0000000000000

34 DO0OO

000000000 mOdsde 0000000 yOgO

g mod pls =

Fig.2 Signing a document.
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Fig.3 Registration of fingerprints.
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Table 1 Experimental result.
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Table 2 Additional experimental result.
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