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Packet Filtering Using DNS Responses against Worm Propagation
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TAKESHI OKAMOTO

I propose a new approach to stop the propagation of worms. The approach discriminates
between user’s packets and worm’s packets according to IP addresses contained in DNS re-
sponses. The method takes advantage of the fact that users accessing the Internet usually
use DNS servers, while computer worms do not. Outgoing packets to resolved IP addresses
are permitted, while outgoing packets to unresolved IP addresses are restricted (delayed or
stopped) by the virus throttle method. Simulation results showed my approach shortens the
delay time and the time to stop worm propagation, compared with the virus throttle method.
Furthermore, my approach enables users to connect to only resolved IP addresses, even if
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their computers are infected with a computer worm which does not use a DNS server.
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Fig.1 Example of a packet filtering system.
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Table 1 Property of captured packets.
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Table 2 Rate of destination IP addresses included in DNS
responses among all destination IP addresses.
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Fig.2 Working set size vs. delay packet rate.
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Fig.3 Timeout vs. maximum delay time.
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Fig.4 Resolved set size vs. delay packet rate.
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Fig.8 Time to stop name resolution worms.
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