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L. L LI RTO@EH A —IVEEH % whitelist I2EFET 2 DIIATEETH L. £ 2T 20124E2 12
milter manager 3 A L, SPF, S25R OF|EEF % T greylisting # @A 22% ET 5 A —
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Abstract: Greylisting is a type of anti-spam measure. Greylisting works by assuming that contrary to le-
gitimate MTA, a spam sender will not retry sending their junk mail after a temporary error. Greylisting
is a low cost method with high detection rates, but it introduces a delay into legitimate mail delivery. In
fact, the average delay of e-mail delivery was 1 hour and 15 minutes after sending in our mailing system.
Although to put ham MTAs in whitelist reduces e-mail delivery delay, it seems impossible to register all ham
MTAs. Therefore, we designed a new mail delivery system using milter manager in February 2012. The mail
system uses the results of SPF and S25R in order to apply greylisting to mail classified as spam by either of
those milters. As a result, legitimate mail is receivable without the delay from greylisting from before. We
compared the retransmission request rates by greylisting before and after the introduction of the system. As
a result, we have successfully reduced the retransmission request ratio of greylisting from 43.1% to 17.0% in
our system. We succeeded in reducing the average delay of delivery of legitimate mail by the combination of
the milters through milter manager.
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1. FU®IC

A28 =%y POEREFRIZE LV, B A
rlELOE LAy b= &N L7cala=Fr— 3
VIEARARICE STV AE, I E D RV, spam ATK &
LHAMEE 2> TETWA. spam & IE, TEHDOEX
AL CEENNSREENLE A — Vv EfRT. UL,
A0y —Fy FERNLDLET X —IVDK 64%7 spam T
H5 [1]. spam 2L BWHEDOENZIL, 741 v ¥ TRERR
A=V ENTZT 7 A VIS K B A VARG L5
% [2]. =D spam DY EZZIT R NWEHIZ, A—
= NOFEFEIL spam KX TH I LARD LN TN 5,

spam xF K D 1 DI greylisting 2% 4. greylisting 1%
spam HEEER ORI R <, BRI v, L L, @A
B A= IZHEE RS 5720, greylisting % 3 % #F
A= L CTERGAZIE 2 98 < RIEA S 5 [3]. greylisting
DOWFIZ & D 7 ) ilH X — V3T B FLEEED IS % 6]
HES 2121, —HERYIC whitelist (285 X — VA5 & & Bk
$ 5 KN H 5. whitelist (Z#H A — VIREE L BT 5
Z LT, greylisting AT TIIZET LI ENTE S,
LA L, whitelist (& X — V¥ — NOEHZ P FH) CEH
L, A= VEEZEOEMPHIRE 5720, EHHIZLE -
TREZAMELRD 4. RORFIIBWTY, whitelist
WGl A — VR ERE Y BRT A LT, WlE A —IVITHT
% greylisting O H] % [Al#F T 5. whitelist OVERIZ
&, FADEATIIE L L ChI%E, M LT & 72 whitelist H
BER Y AT A% FIwTwa [5. LA L, whitelist HE)fE
B> AT L DB 5T 5 spam %18 MTA (Mail
Transfer Agent) %% % 72®, spam REEILE > T b
MTA %888k L TV WHrEREIIHERT 2 LEFH D,
whitelist D X 7 F ¥ AZFH 00 5.

% Z TH 4 1E milter manager [6] = VT, SPF, S25R
DFER%E b L2 greylisting DBEHOEHE g T 5 A — )L
AT A EME L 72 [7). milter manager % FIV> T milter
WA L 7248880 spam Ak = flAGHLEL & T, &
spam A EDOF T EEP LODOREEH ) T ENTE 5.
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F 72, & spam A ROFERE B L2 greylisting O # H %
EY A 728, whitelist [ZFCE D 2 Wl HE A — V2[5 A
LOMWEA—NVTHoTH, EREELZERIEL L
MHTE 5L, REL T, milter manager % V72 2 — )L o
AT LDOERICBIT BEREZIRT 729012, milter manager
BAHT & AR D greylisting 8 £ & A ERE O R,
milter manager 3 AED A — V2@ L 72 spam x5 D%
BIZOWTHET 5. T72, ¥ AT AOBBAMRLRIRNL
DAL, VAT LOEANIBELT, BHT 5.

AL ORIV TOLEB) ThHb, T3, 2 HTHR
DRI REFD A=V AT WRERIZDOWTHBN, 3 ETH
HIFFEICDOWTIER%, Z LT, 4 HTIRAXELEY B
LTHELZA VY AT LDV CHHT . 5B TE
FAFER IO W TENAK Y AT 2 OFFEZ/RT. 63 Tl
ARG T 2 ERE525. THTE LD LABRORE
IZDOWTIRR S,

2. WRDKDPAKZEDA—IVY R T LIERK

2.1 VRTLIERK
KARFOA=NT AT LOMEEE 1 ITRT. KG9k
FOA—NWVIATLATE, 3T A-NT— b7 2412BWT
iptables [8] ® NAPT (Network Address Port Translation)
#AE 2 W T whitelist ZZH L, BRI TR MTA
MHEDA=JVIE 2B HFR—-+DTO LA 1, BEFEEINTWES
MTA 25D 2 —=)V1E 26 TR — FOT T LA 2R 551F
% [9]. iptables (3/%7 v b7 4 V% 1) v 7HEhE L NAPT
PefE 2 4203 5. whitelist 1274 7B % L 72 whitelist H
BE Y AT L2 L CTERT 5. LIRS &I
7Bt A 1 Tl greylisting 1 L & L TH4 7 spam &
FrERTH. —J, THERA2TE A=V —NOFE
HEPEHTESL MTA LD X =V Th 57D H %
spam X EEERT HICE EDTWDH, K spam x5,

A= —broz a4 —i1
. . o iptables
Av8—xvb v whitelist
whitelist{Z#FFELARLY white}isﬂ:ﬁ&?’é
PFEL RSO A— PTEL 250l
(zsﬁ?ﬁ’—h),— 2684
JotR1 JatR2
[throttling | 1
MDA (Mail Delivery Agent) blacklist THIVMRE
aUFITNEI T FHIVMNRE AYERE
—
. J

M1 A=V AT LDERK

Fig. 1 Overview of mail system in Oita University.

K LOMNEL 2013 £ 7 ADXIVF AT 47, 5l HREE
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Sendmail [10) D A=V T 4 V& T 74 OALHMATH
% milter (mail filter) ZFHLTW5A. ZN5DRHE,
A=)z MDA (Mail Delivery Agent) ~%ESH, I 7
YYTANI N TIZEBF Ly 7 DR, T—PFAREE
ns.

2.2 spam MEFE

ARE TR REFAIIBWTHH L TV 5 spam X3k % 7k
5.

2.2.1 greylisting

greylisting [11] ¥ tempfailing FED 1 2T, [spam %
f§ MTA 3 %% L] & ORGEIZED W5 T
THsb. —HHICZELZHEAGL, —ERBIIHEIN
A=) EZITTI, —ERMEERICHERI NI A=)
DI ESZETH. Fik L7z MTA 1Z—2ZHH greylisting O
autowhitelist IZFFkEN 5. HES N2 A —IVOZITHLY
BAIEIIEE BT ET 5. autowhitelist [ZEFRS N
TWwild, greylisting Z#H L T b HAERITET, <
WA= VEZET 5.

% < @ spam 515 MTA [ZH IR 12 K& D spam % %15
TEHILEEMRTLZOT, BAERIZFE L AW L8
— k1 TdH B 720, greylisting 12 & % spam HEBE DR AS
B LA L, HETTMTA I LTHEZERT 2720
BCRTRIEADSK & {2 ), 570 MTA OFERBREOREE S
LoTE, 1M EOBENEETLILELD .

2.2.2 throttling

throttling & (& spam %818 MTA 1 A — Vi%ERED SMTP
(Simple Mail Transfer Protocol) JLERIZ B\ TIBEHIR -
TLBFETITHFRESN DM AE ], [spam 3815 MTA
(& SMTP DERILEFIHZ ML TA -V EEL] L0
R E, TR Y a VIELBROINE 2 b &L RIES
¥, REMTA BRI LS DINERFELTICA -V EREEL
T&7254, spam L 0HL CRELXIERT A3 KFLT
» % [12]. throttling [ZBIERFH DM E /ST X —F L LT
RETAH. L L, throttling 13 TCP I 47 ¥ a3 v % ¢
FL-Z IS 2720, 25 MTA ©7a v 2%, TCP
Ty v a YEPEILR T, Y0 Y -2 HE L
TLE) L VIHMEFD 5.

2.2.3 blacklist

blacklist & 1%, spam %5 MTA D IP 7 FL A2 &k L
7ZVARNTHL., A= VOERFH EZEHEDOMIZ TCP I %
73 YHEN. L7z 12, blacklist 12 I N T 5 IP
T RLAPLDT 7 X2 iHR$ 2K ToH b, IERKWZR
blacklist {& SpamCop [13] > RBL.JP [14], Spamhaus [15]
Wb,

2.2.4 whitelist

whitelist & (X, [EFHTZ 5 MTA ® IP 7 F L A % 5ok

L7z AMTHDH., liE MTADPHD A=)V TH->TH,
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spam A3 2BV T spam EFRIRATT B 7 — ADEIET 5.
Z D728, spam XK CTIRAI S N 5T MTA O IP 7 F
VAZFET AT LT, RBAMSNLEH X — IV E2(E
T4, KORFICBWTIE, $XTHO A=V greylisting
AT LY, A—VZETTIZRIENSE L L7220, Ei8
T&2% MTA O IP 7 F L A% whitelist IZFe# L Tw 5.
whitelist (ZFEHE S 4172 MTA 225 3545 415 A — )T spam
MEAB LI ET, WEA—NVERER (ZETES.
2.2.5 THUL MRE

THT Y MEALIZ, SMTP @ [RCPT] a~< ¥ NI
FoTHELNTLBZEZEDA—NVT FLAZF 2y
L, 777 (A=)V7 FLAIZBITLQDOLEM) 34
ETLL0IEZEL, FAELRITIEAHLZ T —& L
TEBEEBT A3 TH 5. KRG KFEIZBWTIX LDAP
(Lightweight Directory Access Protocol) ZFIJIL T, 7
B POFERHRLTWA, ThHY Y MakE+52
ET, SRR A =L RVERECIHGTE 5,
2.2.6 Ny ABRE

spam 13, Ny & EIFEN D X — )V ONIIERIS A5G4
ThbI %L, Ny FIEREMRLZ LT spam 7
ATED., KKFTIE Messege-ID, From D~ 5D
R < o= QA N2 £ VE > OFRRTHR WV A=)V
HET L. ToD~Ny FERIZOWTIET I v NEET
Fry 7 LTWE70, Ny FHRAETIIHGEE LTy,
2,27 ATV Tq4NBYLY

AT UV TANI) VT ERE A=Ay TR %
spam OFFE 2 /R L723CFF & b L, spam EHIE L 72
DEPET LK TH L. NEWRa Ty T4
> 7'1% SpamAssassin [16] % bsfilter [17] B’ 5. I T ~
VT ANE ) T TIEA— VR RET ABEOEE T T
WA=V ERGITODOP% spam TH, A—bA\v ¥
LA spam DIFHAHIITHEBRTE 5. Lo L, A—
Ny FRKRIL T 5720, D spam x5 & O —
WO Y= A% LB, b= NITKELARDIDD5.
¥ 72, spam OHIF % 0] L 342 7201213 K& ? spam 12
LHFHPPEE Ry, FHT— S PWZ HIION, F—
NI B KREL 2 5.
2.2.8 whitelist BEIERR > X7 L

whitelist FIBIfERL Y A 7 A T, 2 0D BHEMHEDOEL S
AZE%Y L 72 MTA % whitelist (25 $k3 4. (1) greylisting
DERERIISEDH 572 MTA DIP 7 FL AIH LT
IP7 FLAx#5| &L, 5172 FQDN (Fully Qualified
Domain Name) &EEETLA—INVT FLAD KX A V2%
—3 L7z MTA % whitelist [I25 873 5. (2) greylisting ®
FREERIZIDEDH > 7- MTA ® ) 5, SPF (Sender Policy
Framework) OFFZEIZHE) L7z MTA % whitelist |2 545%$
5. 2011 4 2 2 H2> 5% & H 72 whitelist D58k %
BfG L, 20124E1 H 10 HA2 S RIEICMZ THRE D W
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whitelist DE4$:% BIAG L 72, whitelist HEIER S A7 2D
HEHICE T, 2011 4E2 H 2 HA25 2012451 H 15 Houl
FHIH R IZ whitelist O & EREEIE 1,546 1R 5 15,426 1
2N L7z, FOfER, whitelist HEITER > A 7 2 & Al
% 1 71 J1C greylisting % # 3 2 8% X — )V OE A % HE
T5L, 56%0 500 2T%E THA L.

2.3 X—II AT LDORES

greylisting 1% 2.2.1 THTi~<72 XL 9 12, autowhitelist 12
WO WTRTD A= JVICHREERT B 720, % A —
VTH-> TOERBBENFEAET D L) HEN S L. Ko
KFEOA =NV AT L% 2011 411 A 27 HA 5 2012 4 1
H 22 HE THA LR, £ < D spam K2 FEhid %
T X TIZHRD 5 SN/ A=V TR 1B 15 45
DELRERIEA A L T 7z,

JH A — VEEE T A greylisting O % [ElEE9 5
72912, whitelist ~BEET 5 5 H L. Lo L, whitelist
NDEFRIL, greylisting (Zxf L CHE L TV A A — )L
EREEODRELENDH Y, BHEN TR BT 2E%
A= VREREEDOWRET L0, REGAWELELL. £
D72, KR KFTIE whitelist BEIER > A7 L12 X -
T, B A — VEEH % whitelist IZBFKLTWS, L
L, 2.2.8 HTHk~7z X 9 12 whitelist HEIER Y AT 2D
BEFLAEI—ET B spam 212 MTA 7°% 4 728, whitelist
HEIER Y AT L4 % 724, A=V — NOFHEIZ
spam A5 H & i B Ek L T W) whitelist Z#EFR L,
T LUEVH L.

3. BHEMRE -BESXT LA

greylisting DX ERICE S 7 ) Bk BIEL HE S &2
I2IE, JBE A — VIS % greylisting O % [l S & 5
FiER, SMTP & v ¥ 3 ¥ 2 mfiligc eIk 2 Fikaie s
SNTW5,

3.1 BE AT B greylisting DEA % Bk X £
5FE

JHE A —IVIZxT 5 greylisting O % ]k S & 2 J5i:
121E, BRSO DIRETH:R S25R & greylisting # flAa bt
72 Rgrey, S25R & tarpitting (throttling), greylisting %
HMAEDHET taRgrey R 11 O DRFEFIELD 5.

BES (18] & A PAREEEDA— VT FLAZHWT,
spam ZHETH AT A ERFE L. TOVAT LTI
HELO 2~ ¥ FONEND RFC OYEFIHIZHE > TW v
A —)V%, DHCP (Dynamic Host Configuration Protocol)
Lo TEIMICE D B THNLIP 7T FLARLD X — )L
HEADODFEMNT L o Tspam ZHEBHRL T 5, /2, &
DEMFICEDHTIES o2 A—VTHREBETEHHA
N LRS5O X — VT greylisting 2 #H 3 4. greylisting
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DFFEERICIDEDDH oK A SO A=)V 3 HIE
greylisting Z #2272 HIC2ET A, LarL, [EE
IP7 FLAZRFEZZR\WMTA 5D A — VR, FikT 572
CICHEETT — N2 B TEBEINLA-VHHEET L7
O, TOFETILEBFE A -V 2rbLTZETER N
TTREED S 5.

Regrey [19] {3 S25R 12 & D) spam &I Nz A — LD
UKL T greylisting Z# A5 FHETH D, taRgrey 13
tarpitting & S25R Dl 5 C spam & 7EH S N7z A — )LD
AHIZxF LT greylisting 2 @A 2 FETH L. EHE50F
Hd FRER T L 2 WELEEIED A 22 vy spam 335 & Vv
TA=NVERELTWAD, #H A —)ViX greylisting %
BHETIZZETH LW THS. L L, tarpitting
13 2013 4E 3 HBF T, KO KRFITBIT 5 spam PR
M 0.1%E %> TBYY) spam OFEREA A 720, HIE
tarpitting I3H R % spam FK L IEv 2 v, F72, S25R
122V T 2013 4F 3 A A TR KFEIZB W T greylisting
DOFFEERIISE L e h o7 spam D) B, 42.6% % K
TETHEHT, SR DBEHMRDOATA -V EZET 5
ol BAMRNEEINSELTEENH L. TD-0,
Rgrey X taRgrey Tld spam OMARAH A U 5 W GENEDS
H5.

AED [20] Z 2 —FANEB) 3 5 H L A — )V IZ throttling
WAL, TP A VB L eWEHOA, greylist-
ing & throttling ZFH 2 FEeRE L. ZOFiEE
MWz Z e, HFIHE L A —)Vid greylisting % @ L 7%
W OMRIE { ZETE L. F72, RIS throttling & Ff
Fi LT greylisting i3 %729, spam FEFROZIHE D =
o LaL, ZoFEEHWGERBICA, throttling
DA% BT B HHF O spam ZEAL . ROGRFICE
WT b throttling & spam X3 ICHAAA TS, LA L,
(22D spam X3 & D EPEBREAD 2. 2006 4EIRF AT
TIEPH D spam & HERR L T\ % %%, IAE throttling (34
W7 spam WE LIV BV, FO0, AELOTET
IEHHIZ spam 2 ZfFTHENE 55 L) HMEND 5.

FRD 4 DDOFETIE, @H A — VKT 5 greylisting
D % [ S TWDAS, BEA—VEELRLZY, 21—
PZET 5 spam % o7z LTLE ).

3.2 SMTP tv a3 nilflz AuvF&

SMTP & v ¥ a > &bl b3 5 Hikix, 774~
JA—=)7— b7 x4 (PMG: Primary Mail Gateway),
vy F) A= — k7 A (SMG: Secondary Mail
Gateway) D 2H5D A=V — 72 A 2 HEL, PMG
DOREEXIERT A2 LI12LD, SMGADOREEET. PMG
W A TREHDY A & SMG I2JET Z & T,
BEENTRA—NVDOAREZITRE ZEDHETHL. LD
IEH 7 MTA (26 L CHFREMTOB®REZME L, greylisting
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TR L 72 o TV 7258% A — )V OBLEIELE % AR 8 T
2. 1S 211, N B IE Ay -V ek %
ERIZSMTP £y ¥ a v 2ii§5 2 LT, #2425 MTA
5 OFENDOILE L OFEMA S N7z A — VO ulfF % 0]
REL L7z, F7z, Ju)is [22]1F, PMG 12995 1 RIEH®
SYN %7 v MIIREET, TSNz SYN ST v MIxd
LTRST X7 v bERL, 2473 rimtlkid s
FHEERELZ. 20EHO SYN N7 v D& T 52k
T PMG [ZHfi & A TZEEHED Y X & SMG (2§
MEZMERL TWa.

EHEH5DFED SMTP v ¥ 3 v il ic e 5
Z & T greylisting & FEEORR LB LN, 6 ITALEEL
FHIR T A L IZHIILTwA, LaLl, 220 MTA %
WS 57-0, IHEDA— VY AT AIEAT LI, ¥
AT LR A RESERTLULEDN D 5.

4. BEFELZBIEL/A-X—IVI X T L

A7 CTlE, milter manager % F\» T spam X 3 % Fil A
DL ETHE A= IV ARERIEDEZ B
9. milter manager MEAIZH 70, HH X — )L & spam
RN T, BIEOEK & % b greylisting 2SN E
MEN TV L A=V EIKST72012, SPF, S25R %
BB L 72, milter manager % V> T4 spam x5 D
FER %D LI greylisting D@ A RET H. TIZLD,
whitelist (ZEFKE N TWR VBT A — VA EE NS D A —
VTHhHoTH, MEEBELHIEDL I EDVTRETH 5.
ZD72®, Ky AT 5 TIE whitelist (A IZECRIEIE
DIEET B A= VOFEIHTE .

4.1 milter manager

milter manager [6] 131D milter % E¥$ % milter T
H5D. EE, O milter AT 256121, B 2 1R
FENTR A=V L TEER L 729X T O milter ZHIZ
M9 4. milter manager ¥ 1% Z & TH 3 IZ/RT &
9124 milter DMLFLHE R 2 D milter DA G & LT
FIATE, A= VIZX o TEAT % milter ZEHTE 5.
Z D728, milter manager % V> T milter (ZxfC L 7248%
D spam X EMAGHLEDL T LT, SXIEOF) EE LD
LODREEM) ZENTES.

4.2 SPF

SPF (Sender Policy Framework) [23] & 1& SMTP 12 &
B A=V DEZEIIBWT, HEHEDIE LM% WGEE L ARG
BORFA OFFMER CRRIE R AL YREREER R TH 5.
SPF (& X = WV ERFIZ, A=V EEZDOFELOXA—=LVT
FLA (ZoNO—7%EHE) OFXALUPLREESNT
LONE)PEWRIET S ET, A—IVOIFEYM %R
T5. ZEMEHSPLDHH FA A 2 OWHER DNS #—
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spam

EEA—IL @

1
1
1
<>
BEHA—IL :
1
1
1
<iterd >~
EEA—IL v
-
&3
A—NLERE —_—
—_— EEAJLEHIET ——=> spam&HIET

2 milter O HHI
Fig. 2 Example of the application of milter.

MTA milter
manager

\ 4
[ A—NEBE

——= :spam& T

—> EEALEHN

3 milter manager % H\272 milter O 5]
Fig. 3 Example of the application of milter using milter man-

ager.

example.jp. IN TXT " v=spf1 +ip4:192.168.100.0/24 -all"

ex.com. IN TXT " v=spf1 +ip4:192.168.150.0/24 +all"

spfjp. IN TXT " v=spf1 +ip4:192.168.200.0/24 -all"

4 SPF L a— FORLbf]
Fig. 4 Description examples of SPF records.

2, BRXA Y TAVEEEZFHFTT 5 MTA 24527 5
SPF L a2 — F&&T 5. [FAIFICZDOMD MTA 725 X —
WDREEND - 123Ea0HE® SPF L a— FOREIC [
5 (4, -, Dalll OFATIRART 5. [+all] (ZH43% Fx A
Y OFEE MTA & L CREFE (pass), [-all] X3S (fail),
[Tall] 1ZH5% B X A~ DG MTA Tid w25, @ MTA
O RN D S Z L &/RT (softfail). SPF L I — FOFL
WmEER 4 12RT. 72 213, K4 D example.jp D SPF
La— Fos [-all] 20T, 192.168.100.0/24 D4 v +
T—= I PHREENTZA—NIE, HEAL YDPED A=)
THDHORBAEI &L, IOy b T—7 060D
A= VISREFEIER & 34, X 5 12 SPF 12 X % 3% (5 &R
DN ERT.
(1) example.jp *H D A — )L % example.com (/g MTA)
DAE
(2) example.jp @ SPF L 2 — N % ns.example.jp (ME&
DNS #—\) Nfwibtd s,
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Fz 1 S25R DL —)
Table 1 S25R rules.

pass FQDN 725LLTF® S25R DIV — )bty b & —F LW
W5]& 7% L | FQDN #ig STz

rulel | FQDN O FMIOATAS, FpPALOSTTHToHlii S iz 2 DL BT H % &

rule2 FQDN O FALO%HEIA, 5 MU ks 2 %5 % &

rule3 |FQDN @ F{ 3B g2 S, WM EETRAS 2 FHOATAIKRTTHE %

ruled |FQDN O FEOAFAETTHED Y, 2O T2 2 FHOLHFAN, LEONA 72 THlishs 2 DU EOBTH % &t
rule5 |FQDN 255 BELL LT, T2 EOAFA L S ICHTTRDS

rule6 FQDN O FA.O%HiAY [dhepl, [dialupl, [pppl, F721& DSL 204wl ([dsl), Tadsl] % &) THiE v, »o¥5%2&d

Z{EMTA | MAIL FROM:<userl@example.jp> EEMTA

RCPT TO:<user2@example.com> 192.168.100.1

Il mail.example.j
=L )smrpimts eamplelp

s _(SPFLA—REILADLE élj ‘-m

A\’::} E

~ pu R

v\ ~
(4)FREEOK
example.com

A userl@example.jp

~

—RK&EE

(3)SPFLa—K %15 o =

example.jp. IN TXT " v=spf1 +ip4:192.168.100.0/24 -all" l\ % i

o | #EmDNSY—/%

(SPFLa—R22F)
ns.example.jp

5 SPF IZXZ3%E F A A V385

Fig. 5 Sender domain authentication using SPF.

(3) example.jp ® SPF L I — K43,

(4) SMTP #4576 GEfE MTA) O IP 7 FL 2 L BUEL
72SPF L a— FIZEE#EEN/ZIP 7 FL A1
XS B A A4 V% FERE (pass), —3 L& WHAI13REE
LM (fail).

SPF #FIH$ 52 & T, FAALVEFHEMLTERESH
% spam A HERTCE A, LarL, SPFIEA— Vv xinkL 7z
WERe, A=V Y7 VAMNPLEEINS X — )% spam
ELTHEBRMTAIEDN DD, ERIEA-NVEEET D
B, SEETLOIP T FLAZFA— L= N2k o> THEEH
ZHONDY, FEZOA—LT FLAIZEEXHEDS VT
DFDOFTIWHREINDL, LoT, ERETMOEEZDA—)L
7 RLAHDS SPF L a— F2 ST 5720, %G MTA O
IP 7 KL AR5, BT 5.

4.3 S25R

Symantec O P [24] 12 £ 5 &, 2011 4EICREE &S
N7z spam @ 81.2%I3 R v MIEGL /-y Fa—HFa >
Ca— bRk EINTWwS, Ry Mgl F
I—HFIT 2 —F P50 spam FHERT LD 1 D12
S25R (Selective SMTP Rejection) [25] 2% 5. S25R (3%
WL TE72MTA O FQDN % S25R DIV — )V ERAL, T
YRI-Fa a5 THENE) PERHEEL, SMTP
T RARELT A, Ty F—HFar¥a—yn% it
FQDN #i%E LTz, F/, Ty Fx—%ara—
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m]1-192-68-0-1.example.jp
adsl-192-168-0-1.ex.net
192.168.101.sample.net

6 S25R THIAIMAEZ FQDN OBl
Fig. 6 Examples of detectable FQDN in S25R.

whitelist

MTAZOt2R1
(spamMEELH MTAZat22
535—) Vv @kxh

throttling

blacklist

Rkl | FHINEE |
[ teaormm | v
| Headeri®Z& |

milter manager

| S25R |>| greylis!in9|

MDA (Mail Delivery Agent)
| AVFVTNEIG |

7 milter manager % [\ 272 X — )V ¥ X T L OFERL

Fig. 7 Mail system overview using the milter manager.

ZIZF L TFQDN S E SN TWAZ EDH L, IP T
FLZDOTA 16 €y MIMHLTHH TR EER LOME
DO T 2 EL LB E .
FLICSBRDOIV— I+t b, K 6 12 S25R THH
k7% FQDN Ofl % /7R3 . S25R Clf, =¥ N —H a3
Ea—=h5Dspam 3L AEHBTESL, LaL, @
WO MTA OFIZd, S25R OHFHNICEE 4T 2 FQDN % i#%
FELTWAIENHDL., ZDi, ZDXH) 7% MTA 25
DWEA—NVE LY =T E2—F 250 spam &
AT .

4.4 RERELEZBIELAX—IVY X T LDERE
RRCLE AL % L9 5 72 DI ZFEET, AL L 72 milter man-
ager ¥ V72 A= VY AT AERORERK % X 7, milter
manager & I \2 72 spam x5 O NEF # & 8 1287 .
7 DXHIZ, SMTP IZHERL %\ %35 MTA 5
DA =V w BT 572D throttling & greylisting, spam
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milter manager

(1)SPF
spam&HIf
BEA—IVE
e (5)
(2) oo (3) ADTHETBA—ME
S25R » greylisting BI5—&ELSHIHES

@ @

MDA
| AVFYTNEN T |

8 milter manager % Jf\27z spam x5 058 i ET
Fig. 8 The application order of the anti-spam methods using

milter manager.

EEFHEDIP 7 F L A& F% L7z blacklist, v ¥ {HHIZ
DB B A= VEEHEST LT 77 v MR L~y T
EHAGDEL I LT, BEIORS S spam D% { & bR
T&5%.

TR Y A7 LT, SPF, S25R O spam &5 O MLE
FIZ & o T greylisting O@EHOFEZ PEL TV 5. #EH
DNEFIIUTOEBY)TH D,

(1) SPF % # /.

(2) SPF DOFEFEICHEN L7354, S25R % .

(3) SPF DFEGEL %%Ltﬁm,%awHS%Rr;o

T spam & 3 S N6 12 greylisting % #H.
()S%R~;ofk%x~»&%ﬁLt%Q,%éw
greylisting IZB W THE X — )V Tdh o 72541E MDA
(Mail Delivery Agent) ~Aii%.
(5) greylisting IZBWTHO TZET S A —VId—HT
T—DVARYAT—=F%RL, A—VEHES.

B 8 IZ/RTNEF T spam A2 @A 5 2 & T, #F

A —)LiE SPF, S25R Zii# L, MDA IZf#ET 57290

greylisting |2 X 2 HEBIEORE L 7%\, $7-, SPF,
S25R TR L 723 A — V1L greylisting 12 £ > THIHK
TE5.
5. ERER
5.1 REHE

milter manager & A L 72 A — U — /N2 X 5 ELEEIE

IR O FATIA M 1 2012 4F 12 H 30 A 225 2013 43 H 30
HETH3 7 HMTHA. milter manager Z3EA L7z X —
W= NOERAORREZFEST 5720, EAT LE1 O
5, HEY spam B4 AV 2011 4E 6 F 26 H2*5 2011
FEOH2BHETHOI WAMERELZ. ¥ A7 41% 2012
£ 1A SEMZBMG L Tz, SERRGELIES I
RETHIEL Tz, ZEEHEIRD 72 2012 4 12 A

LA L7z, A= VIZHEH L7z spam ARk 2 A5 4 72
O, BN G E A=V T p ok, ﬁT&S%R
greylisting DRLILAE R &2 5T L7z, AFRSCTIEE X — v
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7000

; 6000
# s000
4000
3000
2000
1000

0

68278 7H88 78228 8H4H 8H208 9H23H
9 whitelist B8 HDER
(2011 42 6 /1 27 H~9 /] 23 A)
Fig. 9 Transition of the number of IP addresses in whitelist
(from June 27, 2011 to September 23, 2011).

F£2 ALV ATFLERTOA—VEEK
(2012 4 12 A 30 H~2013 4 3 J1 30 H)

Table 2 The number of recieved mails in our email system
(from December 30, 2012 to March 30, 2013).

VASE W2 A — IV spam %
Jut A1 | 2,022,057 i@ 663,411 i@ 1,358,646 i
Tt A2 | 2,213,828 1,608,458 i@ 605,370 il

it 4,235,885 i 2,271,869 i 1,964,016 i (A)

(A B ECRARIE & & A 7 L ORI, SPF & S25R @
ARA DB SFAT L7z, Gl A — VI B kR
% 5.3 81, Y AT LAOMANRNE 5.4 i, SPF & S25R Dif
% 5.5 B CabR 5., PRAEIRIT KRG RKFSITHERE S
T2A—=IVTHh5bH., 72, 2 OOFEMME TIL whitelist DE
FRAEAS 72 4. milter manager 3 AR OB AR 12 B 1)
% whitelist B8k 55013 15,426 - Td 5. milter manager
HOHT O I Tl whitelist HBITER > A 7 4 DB
WIFINTH Y, whitelist DR REGFEE 8,735 1, /&
#5013 5,660 1 TdH 5. milter manager 35 AHI O whitelist
BEME O ER %K 9 1278 T, milter manager & A& D
TEHIENL, whitelist HBIVER > X 7 4 % W T whitelist
I2 MTA D&% LTV \Wzo, whitelist OB F#ERIC
A [AES/3%

5.2 A=Y T LEEKRORATER

A=Y AT LD A = )V 25 %R 2, milter man-
ager A O MTA 7O+t A 1 D% spam x5 TD spam
HERR 23R 3, MTA 7' H+t 2 2 D% spam 45 T spam
PR ER 4 1ORT. 2DV ATFLLHKTOA—VE
BE AL E, @E A —IVOPELL FIL whitelist 1288k
ENTWAEZO MTA 70t A 2050 L TW5b, F7-
F 3, #4ITRT L HIZMTA 7T+ 2 1 Tl blacklist %
greylisting THEME S L % spam A%\, MTA 7 H & X 2
THH L7z spam @9 B 26.1%%%, 747 ¥ s A CHER
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EERALIE

£ 3 MTA 77U+t A 1 D% spam x5 TD spam FEEE
(2012 4F 12 A 30 H~2013 45 3 1 30 H)
Table 3 The number of eliminated spam by each anti-spam

method in MTA process 1
(from December 30, 2012 to March 30, 2013).

HEg ] A
spam T3¢ PERR % (B) S;ailiﬂ;?(i;
thottling 1,095 1 0.1%
blacklist 656,085 33.3%

T Hh T Mg 28,129 58 1.3%
N T 161,478 8@ 8.2%
greylisting 511,859 J# 26.4%

&Rt 1,358,646 Ji 69.3%

F& 4 MTA Ut R 2 D% spam A TD spam HEFREL
(2012 4£ 12 A 30 H~2013 4 3 H 30 A)
Table 4 The number of eliminated spam by each anti-spam
method in MTA process 2
(from December 30, 2012 to March 30, 2013).

sz A

spam X5 | PERE (B) Sﬁfggi;
T ATy MEAL | 425,565 iE 21.6%
~v TR 179,805 i# 9.1%
&t 605,530 il 30.7%

EMNb spam Tho7z. THIIEFHTE S MTA 226 %5
NIzA—=NTHoTh, sEEMEZ TV, K¥%2E
TL, T TCICEHEI KE SN —FHD X -V Th-o 7.
5.3 i CIEIA G %, MTA 7O+ A 1 C spam X
Wz T2 A=V ET D, RmLTEE 7 O MTA 7H+t
A 1 T % L TV % milter manager % F 72 spam 3
DIEEDRIZOVTRET 5. 0720, @FHA—IV
) MTA 70t 2 2 FFREDOH R SBINT .

5.3 FAE (1) ExELEDER
milter manager % V272 spam 3R ORI R 2 TR 5 720
(2, dlE A — VI B IEE A R & L O L 7.
JH A — VKT B RELEEEDOFHIG & LT, greylisting 8
FI B e LR 2 AR L 72, greylisting 3 F % & ¥ 3%
FOREANEA T IUL, BRRERICE S % ) Bl B IE AT
MBIHE A= VB A I L Zhh, FEEEEN NS
@% A= VEDB ST IIE, AT LEETIREE A —
VIS T DA BIENMER SN2 vz b, ZofAI
;Bwf, JWH A — VL MDA 25548 L7z A — ), spam (&
greylisting DFRERICIDE Loz A=V e 5.
(1) TOREFRIIRGRFHRICEF SN2 A —VD
9%, MTA 70+ 2 1 T spam *F 5 OULELAEH X 7z
A=)V THD. MTA 70t A1 DZEX—-VEEZER 5,
greylisting A ERETTR 6, A —VOFHELTR 7,
milter manager 3 A OlH A — L SULEL % 521 72 spam
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ham:663,41158 | _ _

= pspamEHIHT e ham (T A— L) & BT

milter manager\

~
ham:198,589:8

~
~
~

ham:77,837:8 =
825R ------ greylisting /|~

ATV TN T
(a) E A —)VHNEME U 72 R 8%

spam:511,85938 _ _ _ P> spamEHIE ————p ham (5 A— L) EH B

/ milter manager
SPF

ham:464,822;38

~

) \‘ spam:389,0133& ‘
hES

‘ spam:122,84638 ‘ N
l ‘ spam:122,84638 ‘\ &

VT

MDA

\A‘ spam:511,85938 ‘
->| greylisting j|~

AFYTNELY |

(b) greylisting THH U 7z spam A%@i# U 72 25K

10 i A=)V & spam ASEE L 728K

Fig. 10 The route of emails and spam in our mail system.

ROV — ~ IR A — )V F % E 10 (a), milter manager
AL D greylisting 1238V THERR & 172 spam AYLHL %5
V72 spam XSOV — b LALEE X — L E X 10 (b) 1R
F. 3 5 |Z/RT milter manager & V72 AT 4 OEH
MRICBWTZELLA—VEILET S &, greylisting ®
HHEAD 64.3%2° 5 38.9% 24 L T\ 7z, greylisting
WA LA - VOFMERET S &, greylisting % 1#
LzA=NDI b, 31%I2H 725 276,426 L HE A — )V
Tholz. TOZEn, SPF, S25R TRl S N7zl
WA= I%, greylisting Z#MH$5HZ L TRFETE/2. £
72, 10 (a) 1R $ & ) (Tl A — VKD 58% 28725
386,985 51X SPF, S25R % pass LTH D,
AL TWZwn,
L2 L, greylisting @ autowhitelist [ZFCH & 72 %E5H
13 greylisting Z# M L T FAZR L2\, greylisting 1#
=121, autowhitelist IZFLHK S B ZR LT vgk
FEHRDEABICEEN TS, Lo T, greylisting # =
A3 < T autowhitelist IZFLH SN TV AREBEHENL TN
FEBICHRER SN A - VEIID R b, 200
greylisting iﬁ)ﬂwﬁﬁ’f‘ T A — WA DD B BLEE Lﬂ)
B A MR T E /22 L1dn b\, 22 T greylisting D

greylisting %
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£5 MTA 70t 105 ELA -V

Table 5 The number of received mails in MTA process 1.

— . " spam H| & greylisting greylisting
il W (C)  @BEA—IVE (D) spam # (E R
ZRR(O) (D) spam R (B) g WA (F)  @mHEa (F/C)
2011 4F 6 JJ 26 H . . . .
o 1,801,035 i@ 496,045 il 1,304,990 ;& 72.4% 1,157,227 i@ 64.3%
~2011 49 A 25 H GEMAT)
2012 £ 12 4 30 H . . .
N 2,022,057 38 663,411 58 1,358,646 58 67.2% 788,285 il 38.9%
~2013 /-3 1 30 H (GEM%)
%+ 6 greylisting D AT R
Table 6 The number of retransmission request by greylisting.
i %2R L7 autowhitelist PRZERITIDE PRREERICIDE JHE A — VAR E S
Pl e " % %
A=V BEA—VE L72A=VE(G) LadholzA—VE (G/% 5 (D))
2011 4 6 J] 26 H . . . .
S 862,568 i 294,659 202,114 660,454 43.1%
~2011 49 A 25 H GHEH )
2012 4 12 A 30 H . N . Y
— 624,694 i 163,591 3 112,835 5 511,859 i 17.0%
~2013 43 H 30 H GEHI#)
BT A= IVOFEELEEIE
Table 7 Average delay of emails.
i) JHE A —VEC BRMCRIERERER]  SPIYRC L AE R R
2011 4E 6 J 26 H~20114£ 9 H 25 H GEMHHE) 2,205,182 jifi 028,412,242 # 421
2012 4£ 12 H 30 H~2013 4 3 H 30 H GEA) 2,271,869 i 140,141,246 ¥ 62

FRRER IO W CHIAE L7z, 38 6 @ milter manager &
AHT & BABZOME A — VI3 T 5 L EROE A % ik
T5E, 431%05 17.0%ETHA L7z, 2O ehb, @
WA=V T BFFRERPWA L L& 5. @E

—MD%’J%LUEH#F’%%H*W’ LZAh, RTITRT
EOEMRT L EHABTIE, 21800 2B F AL
72. £ o T, milter manager & f\» T milter & A A b1
BT BT D EE A= VThH B ELEIRIE T & 72 2
L RTER L.

5.4 FRE (2) RHREN

REIAT LIZL S spam AR EZ AT 572012,
YTV T ANE ) TR E N spam B EFRIE &
LCHELA. 22T, av7 Y7408 27T
spam (Z703H S L7z A SEE A — V2 S
N7z A= V& #H A — )V & $ 5. milter manager 14
DAYT YT 4INE ) T TH L7z spam O T
RERBIIRT. Iy T7 Y7 4M% ) v 7IiE MDA T
Ehi N5 spam 3K TH 5. F72, BAZOBWANHNLL
7z spam @ SPF & S25R, greylisting O WLILEF 2 5519
%2 & Tspam ANl L2V — N EFE L. AR Y
11 1I7R9. 4K 8 127" T & 9 IZ milter manager 7 fif
% CTIBATRILEDS 6.2%2 5 13.5% WML T 5. f#
FV AT LERBROREHEINCH 725 201247 J 29 H
258 H26 HETOHK 1 41 D spam MARLZ FHA L

— )V % spam,
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spam:89,66538 |~ — — pspamE Il —— ham(EE A—L) L1

milter manager

~
spam:53,75058 spam-35 91558

spam 21, 2475§

m """ grevllstlng
spam.32,503i§ spam:57,162:8

MDA

|

aUFIT1NE) T
11 a7V 740080 v 7 THRIBLE
spam 2% L 72V — b

Fig. 11 The route of detected spam by the content filtering.

7ol A, BNV 5.8%DEIE TR 34 L T
WAL ZENGhoTz. INLOBIKNIEZET 5 spam
OFFITHBESNATREENEVEEZ OGNS, #H A —
WVEEBHEDFIHT A7) — A —)LR SMTP [ZHEHLL /2%
B % 9 % spam %18 MTA ﬁ‘%“'%ﬂf: spam (2B L Tl

A= & EET DO ZHS, %x~wkﬂbtbx~
VB E5T ABOEE 1) Tld spam & 0T A 2 L ITH
HETH 5.

KEKFODA =NV ATFAIBIFLI Y F YT 4NF
) U TORFEBRIIO ISR S N B 05, EBIZ AV
DERL % A THRAFNERETE 2V, 20720, 400
FETIE, arTF Y T4 VE ) LT ORI R R
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K8 AT UYT4NYY) T THI L7 spam £
Table 8 The number of emails detected as spam by the content filtering.

i WA —VE (H)  spam (1)  MATRNLE (I/H)
2011 4E 6 H 26 H~2011 49 H 25 0 GEMIAEN) 496,043 5l 30,755 3 6.2%
2012 4£ 12 1 30 H~2013 4£ 3 J 30 H (GEH#) 663,411 38 89,665 i 13.5%
2012 4E 7 H 29 H~2012 4F 8 J 26 H
® * 449,454 & 26,280 18 5.8%

GER TR (FAEHRSL)

M pass
N softfail
m fail

OZ0Dfth

M pass
& softfail
w fail

OZ0Dfth

(b) % A — )L SPF FAEfEE

M pass
N softfail
m fail

OZ0Dfth

(c) spam ® SPF ZRFEAKEHR

12 SPF OREGFER
Fig. 12 Authentication result by SPF.

1

i

(TFRAT AL & L7z,
5.5 #AZE (3) SPF - S25R MERA&H]

SPF, S25R D&tz i 4 572012, SPF & S25R
IZBW T spam LI NI A=V DH L, greylisting D
FREERICIDE L2 A — VAR L LT L7z, gt
Z¥, MTA 7Ot X 1 2YLE% L7z A—1VDH 5, SPF
ZWMA L 1175270 D A —VThb., TDL EDWE
A —)UIZ MDA 25515 L7z 2 — ), spam | greylisting @
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H pass
N fail

M pass
N fail

(b) JWH A — )LD S25R O ARG H

43%| m pass
N fail

(c) spam O S25R, D LR

13 S25R OGS
Fig. 13 Decision result by S25R.

FRRERICIBE L oo A=V EEHRT D, A GE
7 A 1,175,270 3112 SPF & S25R ] L 7245 R 2 X 12
LB 13 1R

X 12 (a) IZ MTA 7H -t A 1 @ SPF O#FFEE, X412 (b)
EX12(c) I A — )V & spam @ SPF ORBGEAE % 7R
. 22 TIXREAEAG A pass D A — ) & FUFEKT, pass
DS D A — v 2 F8GER M E LT 5.

12 (a) 127”9 MTA 7H -t A 1 O SPF OREGEREF 1L
FRGEI ) % R 5 pass 25 61% % i TWw/z. [ 12 (b)
VRS H A — VORLFERE R T A B &, T0%D RERERY),
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’73‘2@ D 30%HRARBTH - 72, K 12 (c) \Z/RT spam D
RRREAS 1L, 24% 25 RERET), %D O 76% M RRAEHHL T
Hotz. INLOFERDS, SPF OFFFIAERTE L DA —

IZBE L TUd@H A — L & spam ZHBITETWi, Ly
L, #H A=V TIE 30%D X — VAT spam & EBA ST
W7z, 20729, SPF OREREAERITETE X — v 254 %
1 2o0OH%E % 5705, SPF OREGERED AT, spam = HE
Wrd % LalE A — V&AM RS 5 .

X 13(a) IZ MTA 7Tt A 1 ® S25R o i &5 4,
X 13 (b), X 13(c) IZ#%H A — b & spam @ S25R O i#E
FfEREZRYT. £ 1ITRT SR OV — )bty MI—FL
LhrolzA— )% pass, —HL72A— )% fail & L7z, @
WHA=ILDI B, 16%I1E S25R DIV — bty MIFEY L7
728 spam & FRIRAT S LT W72, S25R 1 %LT%SPF&
AR, E A — V& spam ZIRY 5515 1 DO HZI
éﬁfS%Rwﬁ%tffx—wmﬁh%%h%&mﬁé

EMRA D & 7 AR D B .

uiwﬁ%#% SPF & S25R 1 spam & 54§ % H%
ERDBY, BMHN LN EDPNZ D, ZDD, KU A
7 L TIE SPF & S25R 12X o T spam &I N7z A — )b

% greylisting |2 H 35 2 & T, SPF 2L o Tk L

72 30%, S25R 12 & o TRAMHEI L 72 16% Dl H A — v 2§
HTET.
6. ER

ARETIE, EBEIZ milter manager ZEA L T 5 EH T

LETIATOIEEIIODWTEET L. Kig XTI, milter
manager DA B L ONERIZ BT A1EEHAE, greylisting %
FIHT 52 & TR S LA HH X — V(535 % whitelist
(ZBET BIEE, VAT ARGIO 3 2IZDOVTEET 5.

6.1 milter manager DEA L S VERICH T2 1EEE
BICETBEE

milter @ 1 2T% % milter manager |&, Postfix X Send-
mail D & 9 7% milter Y AT L% K-+ LTWwWb MTA T
HE, FOFFA ANV LTHERATALIENTE S,
20720, {EROY AT LOWKE KE CATEFITEA
T2 EHNTEETH S, £ milter DFEIL MTA IZ5Ek$
%D TIE7% <, milter manager DF%%E 7 7 A V12 Ruby T
FLik§ 4. FO72, milter DFFEE T 41213 Ruby DA
FEOLEL L 7 A, L L milter manager D% 5E IO
W, FFa XY MIREFADPRENTVLZOHHST
milter #1E5 7% LG AEERE, FR¥axr baRn
ITRETE 5.

F7:, KY A7 4 Tld milter manager * W TY AT
L% S L7278, milter-greylist & IV 5 2 & TH ARG
DA =V AT LZWETS D, LPLEDDS
milter-greylist TIZHAE DR D Z & D5T & BxF5EHT SPF
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& S25R ICHRE S, B spam AR A EDLESL I &
ST & %2\, milter manager & 272354, spam &k %
HHICHAGDLEDL LN TE D, 202D, VAT L%
T % & & OHEM % ZE L T milter manager %
WHFEERA L.

6.2 whitelist DIERK (C & 2 BRARF DR
milter manager %M 3% 9 2T, greylisting D FEE
RITIBE L 0l A — VR EH I L TIE, greylisting
A LR X9 12 whitelist NOBEEPLETH L. I
FrifFge & LCh%E, M LT & 72 whitelist HEfER > A 7
2Tl greylisting DFEERIZIDE L, autowhitelist (250
WS NIl A — VA EEE G L LT whitelist 125§k
LCTWwh, 2070, BEIP 7 KL A%F7% v MTA 2»
LDOA=NR, HETL-WCICEETY — N2 E 2 THEE
ENBA=NTRE, greylistmg & o TEMRI S 7z
A — VEEE % whitelist ICEFkT 52 L TE W, £
D78, KL THE waémmwamﬁﬁW%ttf
i, BAREA NP P LR VGEICZEERCEEEDID
AU T 2T TOBMLL, EHBEHIT 7953 BHMI
A=)V EFIA LIET 2 1EETH 5. whitelist OTERK I
B4 AIEEEIIL, X— VY AT LOBBICE > THRE S,
LAaL, SHOREHENIS, BEA-VEEZDE L
IZSPF La2— F& FQDN Z 5§k L TWb Z &A% 0o
7z, FTo, BHBEBOPWAE 260 12BWVTE, SPF READ
FEDTE53%E o> TEY, SPFERLTWD I &A%y
MNh., TOZLRn, greylisting DFEERIIDE L W
HWE A —IVEEHETH->TH, SPF La— K& FQDN #
Bfk L T greylisting Z#H L7z 7280, A—)L&k5
fET&%. SPF L 2— F & FQDN % B4k L T Vol
A= VEEEIZE L TIE, whitelist #7E T 2 LB H 5.

6.3 YXTLDFENIETIER
milter manager & F\ 272 A — V¥ A7 A% #ET A Y
4, milter OETNER % % 2 5 LEAH 5. milter 121,
BMBARRARN S Vb O, RERESEETLOD%
E, FNEND D L7200, FORMEEE L - #EHE
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BeMED D 5 DT, FEMUND A7 > spam XT3 & HLA

Qb%é%%#%é.l1ﬂ)tl1u)#%,$mk
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¥ 7, greylisting D & 5 ”@Eili'_i_fﬁéli L % spam XI5
REROICEBT AL, BEA—IVICERESEET L0
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Fig. 14 Transition of the number of emails using IPv6
(from September 30, 2012 to August 31, 2013).
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72 spam XJHE A — )V — NOEFIZ BT AR FEICONWT
iR~ 72. milter manager % JI\V»C milter & HlA G 5
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ZRA LA = VOZE LMK L7 2012 4F 10 A2 5 12
HETD 3 HBTIPV6 T W7z X2 —)u2sEinlL Twiz
(E14). 20720, 5H%OFBEE LT, IPv6 [HfIL L7z
whitelist DIEE A H 1T S 5. BAES iptables ® NAPT
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D7 A, IPv6 TRESNLE XA —VIE, SPF L a— KX
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