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A Detection Method against Watering Hole Attack
Using the Proxy Server

TOUTOKU KIN™  TOHRU HOSHI?
SATORU TEZUKAT?

Recently, cyber attack called the watering hole attack has been found.The attacker is looking for a Web site that target users
frequently access, and consequently finds itand tamper with it. When the target user has accessed the Web site, his/her access
is redirected to the malware distribution site, then the access is forced to download the malware.We pay attention to the
characteristic that the redirection to the malware distribution site occurs at the time when the target user accesses the watering
hole attack site. We propose a watering hole detection method using proxy servers to detect this feature. When a user accesses a
Web page, to access the same site from a number of proxy servers having a different IP address at the same time, and to compare
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the presence of redirection.
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Figure 1 Flow of Watering Hole Attack.
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Figure 2 Flow at the time of user access.
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Figure 3 Flow at the time of server cyclic.
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