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A countermeasure against Packet Dropping Attacks with Confidence
Share Algorism in VANET
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One of the threats of inter-vehicle communication systems, packet dropping attack exists. On the inter-vehicle communication systems,
it is difficult to take measures against a packet dropping attack by existing technique suggested for ad hoc networks. Improving
existing technique by introducing index of Confidence between vehicle nodes, we propose Confidence Share Algorism that aims for
reducing misdetection. This algorism calculates Confidence of around vehicle nodes; shares index of Confidence with around vehicle
nodes, and detects attackers by shared Confidence. In this paper, we estimate the proposed method by simulation and compare the ratio
of misdetection, detection and detection time with the existing method.
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