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A Proposal of inter-vehicle (road-vehicle) authentication
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From a security side, various menaces exist in the IVC-RVC system. It is essential that using Cryptography to
authenticity check of the source and to ensure message confidentiality and integrity. To realize it, The certification
between the in-vehicle device and roadside device is necessary. In this paper, using the 1D-based encryption which
is more convenience than the conventional public key encryption, we propose an authentication method of 1VVC-
RVC. There are two steps in the proposed scheme. The first is that generating a secret key for the ID of the vehicle.
The next is device authentication between the roadside - the vehicle and among vehicles traveling on the road. In the
authentication step, devices can confirm the authenticity each other. After authentication, confidentiality and
ensuring fraud prevention can be achieved by using cryptographic communication. To confirm effectiveness of the
proposed method, we carry out simulation to evaluate the processing and communication time.
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