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Abstract: SELinux is an effective MAC system for preventing the damage from spreading after security
breaches, and there are many challenges around its policy processing issues such as readability, maintainable
and scalability. In this study, we propose a basic system to facilitate experimental replacements of access
control model and policy description language of SELinux in order to tackle policy processing issues, by
migrating the authorization system of SELinux from kernel space to user space. As for the evaluation of our
system, we confirm that it reduces the workload and difficulty of implementing some related works so far,
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and it facilitates an implementation and verification of trial dynamic access control model.
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Fig. 1 Architecture of PULSE
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Fig. 2 State Transition of Related Works[10]
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Fig. 3 Architecture of Proposed System
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/*

* Compute access vectors based on a context
* structure pair for * the permissions in a
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