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Abstract In this paper, we design the protocol and safety in the surveillance camera
system that achieves both crime prevention and privacy protection. With the protocol, the
system can verify the will of the people who are photographed by the surveillance camera.
In addition, we confirm the way of the mosaic key generation (the mosaic key is needed to
hide the face.) in the protocol. Finally, we estimate attack and prove the safety in the
communication protocol.
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