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Abstract In recent years, technologies used in industrial control systems as well as their network
environment are becoming more open to public. In order to fight against increasing cyber-attacks
to industrial control systems, whitelist-based low-layer network filtering technique has been
studied and deployed. Such whitelists work most effectively with L2-plus switches which can filter
packets based on IP address. However, there may be a case that L2-plus switches cannot be
deployed immediately because of operational and/or financial reasons. In this paper, we evaluate
qualitatively the effectiveness of MAC address based filtering and IP address based filtering.
Specifically, we model cyber-attacks, such as spoofing attacks and DoS attacks, on some of typical
application layer protocols, Modbus/TCP, FL-net, and Vnet/IP for industrial control systems and
evaluate the effectiveness of filtering. Finally, we confirm the effectiveness of filtering method on a
test bed of a chemical plant we developed.
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