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Abstract Most malware programs spread through the Internet are packed (compressed and/or
encrypted) by packers to hamper code analyses. In order to help extract original binaries of
packed malware efficiently, this paper presents an accurate original-entry-point detection method
featuring two mechanisms. First, it classifies dynamically generated instructions of a packed
program based on their memory addresses. Because instructions of the original binary and
those of the unpacking routine will be placed away from each other generally, our method can
divide them into different clusters. Second, it identifies if each class is composed of the original
binary. The first executed point in clusters of original binary will be the original entry point.
With experiments using samples packed by 20 packers, we confirmed that our method correctly

detected the original entry point against samples packed by 18 packers.
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2 89.73 87.09 100.0 100.0 66.67 33.33 0.0
3 94.05 92.09 100.0 100.0 80.70 19.30 0.0
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5 90.27 87.67 100.0 100.0 68.42 31.57 0.0
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& 3: /Ny A — il a3 — R R E RS R

No. Ny —% AT —x FANT—&  ERESR (k=3)
1 ASPack 2.12 v O
2 Asprotect2.1 - v O
3 fsg 2.0 - v @)
4 Mewll1 SE 1.2 - v ©)
5 uPack 1.1.300 - v @)
6 obsidium 1.3.5.4 - v ©)
7 PECompact 2.64 - v O
8 RLPack 1.16 FullEdition - v O
9 Hide PX 1.4 - ' O
10 Themidav 1.8.5.5 - v X
11 UPX 3.08 - ' O
12 WinUpack 0.39 final - v O
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