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Abstract Malware program downloads another program codes from malware download sites
to update their functionalities. Generally, malware download sites have been identified using
malware dynamic analysis. Because malware program downloads legitimate libraries from le-
gitimate sites, not all remote servers which provide program codes to malware are malware
download sites. In this paper, we propose a method to identify malware download sites based
on known malicious information and runtime dependency between remote servers, programs and
files. We evaluated the method with MWS datasets and our original datasets. Our evaluation
showed that our method is able to find out a malware download site that was not known as the
site.
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