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Abstract The importance of post-infection countermeasures has greatly increased. Such countermea-
sures include generating templates based on communications made by malware-infected hosts. However,
such templates have a potential problem of falsely regarding benign communications as malicious. To
tackle this problem, we propose a system to profile the variability of elements in malware-generated
communications to generate network-based templates. The key idea is that malicious infrastructures,
which cause such communications, have both characteristics of being reused and modified. The results

of implementing a prototype of our system and validating it using real traffic data are reported here.
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