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Abstract A method of monitoring devices or memory of guest OS from a virtual machine
monitor is called VM Introspection, and it is widely used for analysis of malware. However, the
existing methods are detectable from the malware. Also, it may not be possible to correctly
analyze malware if the execution state transitions to other programs by code injection or if a
kernel structure has been tampered with by rootkits. In this paper, we use a malware analysis
method that do not rewrite a guest OS and proposes a system to obtain exact execution status
of malware from propagation of taint tags associated with files and kernel structures.
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