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Abstract We propose a novel approach to detecting malware samples accurately with the static infor-
mation collected from malware samples. We leverage vast amount of information available on PE headers
by automating the process of extracting various kinds of fields that include numerical ones and categor-
ical ones. For each malware sample, we succesfully extracted 20K of distinct features. By applying the
sparse machine learning algorithm to the high dimensional features, we demonstrate that our approach
establishes the best performance among the other approaches that fully make use of the knowledge of
experts. We also demonstrate that we extracted primary features that mostly contributed to classify the
binary executable files. The extracted features include both the existing popular ones such as timestamp
and the new ones that have not been discovered by experts. We also investigate how the selection of

data affects the results by analyzing samples obtained through different sources and packed/non-packed

samples.
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