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Abstract To securely detect attacks against virtual machines (VMs) in IaaS clouds, offloading

intrusion detection systems (IDSes) has been proposed. However, it is difficult to offload IDSes

securely to untrusted clouds. This is because insiders in clouds can disable IDSes and access

sensitive information in VMs. This paper proposes IDS remote offloading, which offloads IDSes

to trusted hosts outside clouds. Executing IDSes out of clouds can prevent attacks from insiders

and coexist with VM’s secure execution mechanisms for preventing information leakage. We

have developed RemoteTrans to achieve IDS remote offloading and confirmed that existing IDSes

could be executed efficiently.
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